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= Background

he binary extension field GF(2™)
e contains 2" elements
 |s an extension of GF(2)={0,1}
* |s associated with an irreducible
polynomial
F(z)=2"4 fn_12" 4+ oo+ fiz+ 1,
Ji €{0.1} fori = 1tom —]J
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= Background

e Assuming al is aroot of F'(~), i.e., F(z) = 0)
each element of GF(2")|can be
represented as a polynomial of degree m —1

AeGF2") & A=ap_12" '+ + a2 + ap.

a; € {0,1} fort =0tom—1

This representation iIs called the polynomial
basis representation.
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= Background

 Assuming A and B are two elements of the
binary extension field and» = 2"'|the
Montgomery factor satisfying

ged(r, F(z)) = 1‘
 The Montgomery multiplication over binary

extension fields iIs defined as
C=A-B-r'modF(x),

ror—t = 1mod F(2).
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Previous Work

 Time redundancy based concurrent error
detection scheme for semi-systolic
iImplementation of the Montgomery

multip

e Baseo
multip
multip
multip

ication algorithm

on performing two different
ications: the polynomial basis
ication and the Montgomery
ication
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méllmé Previous Work

« Assuming A.B € GF(2"), A and B are the
Montgomery residues computed by
A" mod F(xr)|land B - 2™ mod F ()
respectlvely, then
C' = A-Bmod F(x)
C=A-B-27"modF (_;’.?_7‘)‘

C'=A-B- 2" mod F( J=(A-2")-(B-a2") 27" mod F(xr)
= A-B-2"modF(r)=C 2" modF(x).
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méllné Previous Work

 Error detection flowchart
using the time redundancy
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A 2" mod F(1)| B - 2™ mod F(z) 5

2-to-1 MUX ’—b 2-to-1 MUX

C' = A-Bmod F(x)

C'=A-B-2 " mod F(;?_‘)|

('\I'

=A-B-2"modF(r)=C- 2" modF(r).

*By C.W. Chiou et al 2006
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Montgomery Multiplier

A-B-x7mmod F(x)=(A-2")-(B-2") -2~ mod F(x)
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Ay
III__ New Time Redundancy Based Fault
= Detection Scheme

« Now, we choose » = "'~ !|as the Montgomery
factor, so

A=A v 'modF(x). B=B -2 'mod F(x) = Z ot

e S0 we consider two Montgomery multiplications:
C=A-B - " modF(x) ‘
C'=A"-B -2 "D mod F(z)

C'=(A-27H (B-z7h 27" YUmod F(2) = C - 2~ mod F(x)
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AR
III- New Time Redundancy Based Fault

Detection Scheme
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Ay
III__ New Time Redundancy Based Fault
= Detection Scheme

 The Montgomery multiplication can be

Implemented by using a semi-systolic
architecture.

* Using the new Montgomery factor, the
latency of the architecture is 1, equal to

the latency of the polynomial basis
multiplication.
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II A  New Parity-Based Fault Detection Scheme

Algorithm 1 Bit-level Montgomery multiplication
over GF(2™)

Inputs: A, B, F(x)

Output: € = A-B-r- I mod F(x)
Step 1: 1 :=0

Step 2: For 1:=0 to m—1
Step3: 1" =T+0bA

Step 4. 1" =T+t F(x)
Step 5:  T1T:=T1"/x

Step 6: C' :=1T

*By CK Koc and T Acar 1998
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Ay
III: New Parity-Based Fault Detection Scheme

(WESTERN ENGINEERING]

Algorithm 1 Bit-level Montgomery multiplication
over GF(2™)

Inputs: A, B, F(z)

- ml T"/x
Output: C'= A - B-r~tmod F(x)
Step 1: 1T:=0
Step 2: For i:=0 to m—1

Step3: 1":=T+bA
Step 4. 1" =T +t,F(x)
Step5: 1':=1"/x

Step 6: C =T

the latency of m clock cycles
delay of 2(1y + 1y )|
2m — 1 AND gates and 2m — 1 XOR|
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Ay
III: New Parity-Based Fault Detection Scheme

(WESTERN ENGINEERING]

Lemma 1: The parity of 7"") equals Pyci—1) + b; -
Py + tff‘“ + b; - ap, where Pp-1) 1s the parity of
T0=D Py is the parity of A, and t " is the LSB
of 10i=1)
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II A  New Parity-Based Fault Detection Scheme

Pri-1) +b; - Py +t(l 2 + b;

— 00, -0,

delay of T + 2Ty |‘> Py MDT @

the latency of
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M= Discussion and Comparison

* The time redundancy based scheme:
e The original scheme

H -2 m()(lF(z).‘

taking into account that
e fm— ) m— 4o f]_r 4 l‘
We have
H N L (hm—‘ i 1 4+ oo 4 h‘l;l.‘ —+ h-(_)) .
(frn—rx™ b fia + 1) mod F(x).

The area complexity of O(m?)
The time complexity of O(log, m)|
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M= Discussion and Comparison

« Time redundancy based scheme:
 The modified scheme

H .1 :(/z,,,_l;r”’_l + oo+ hya

+ hy) - 2"t mod F(a),
taking into account that

I—l m—l 1+ fm—' _m—' . fla
We have
H.;z?_lz‘ __
(h'll) x’ (h(lfm—l -+ hm—' ) --'”}_2 i (h'() ' fl + /21)‘

The area complexity of O(m)
The constant time complexity of 14 + 11\{
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= Discussion and Comparison

e Time parity based scheme:
« The critical path delay 14 + 21
 The latency of 711
» Concurrent parity prediction
 Three XOR gate and two AND gates (Constant)

* Final XOR tree
» The time complexity of |log,(m + 1)|-1 \|
* The area complexity of m XOR gates

Arash Hariri and Arash Reyhani Masoleh
The University of Western Ontario, London, Ontario, Canada
4t Workshop on Fault Diagnosis and Tolerance in Cryptography — FDTC 2007

18



méllm; Conclusions

 Two error detection schemes have been introduced:

« Modification of an existing time redundancy based scheme
for semi-systolic implementation of the Montgomery
multiplication.

* A new parity based scheme for the bit-serial Montgomery

 The time and complexity of the previous time
redundancy based scheme is significantly improved.
While it has the same error detection capability.

* The parity based scheme is capable of obtaining the
parity of the intermediate and the final result without
any time overhead and with a constant hardware
overhead.
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Thanks!
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