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Introduction

I would like to give...

M ... an overview over the problems and hardships during the
development of secure hardware like smart card controllers.

» Many attacks have to be defeated, and just implementing all the
proposed countermeasures provided by the scientific literature is
often not possible — e.g. for economical reasons.

» So the developer of secure hardware has to carefully choose the
methods he is implementing.

B ... an impression of what the developer has to do in order to make the
right decision on the countermeasures he is going to implement.

B ... a hint of the types of questions that have to be solved to help the
designer.
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Outline

1. Attacks — The main requirements for secure hardware
2. Reality — additional problems, constraints, and requirements
3. A Security Metric — Common Criteria

4. Application to secure hardware development with respect to fault
attacks
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1. Attacks — The main requirements for secure hardware
2.

3.
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Attacks — Taxonomy

implementation attacks

non-invasive

semi-invasive

invasive
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Attacks — Methods of Fault Induction

B Spikes and Glitches

penetration of/on power supply, clock, or 10-signals.
W Light

flash light, laser, uv light.
B lonizing radiation

alpha particles, focused ion beam (FIB), X-ray.

B Temperature, Voltage, Frequency variation

running the chip out of the specified operating range to trigger a faulty behavior.
® Forcing

forcing signals with a probing needle.

B Distinguish between:

global attacks <—-> local attacks
(whole chip is affected) (only small areas are affected)

cheap mechanisms <-> expensive mechanisms.
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Example for Attacks: RSA/CRT
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Combined Countermeasures

B In some cases, countermeasures against different attacks can be
combined:
» Randomization works against DPA and timing analysis.
» Random noise production works against template attacks and SPA
— at least up to some extend.
» Countermeasures against DPA and DFA for RSA with CRT work hand

In hand quite well.
B However, sometimes this does not work so well:
» Simple masking of signals only works against either DPA or probing:
DPA and probing are just two sides of the same medal.

B Unfortunately, combined countermeasures against most of the known
attacks are still rare.
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1.

2. Reality — additional problems, constraints, and requirements
3.

4.
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Additional Constraints |

B Area

B Power or current consumption
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Additional Constraints 11

B Forward Security

» If some security features rely mainly on software, then it is still
possible to adapt the software: E.g. RSA algorithms implemented on
an arithmetic co-processor. In some cases this might even be
possible in the field.

» If some security feature relies mainly on built in hardware
mechanism, then such a case could be devastating if this happens.
Therefore some fall back solutions, maybe taken over by the
software are desirable.
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Additional Constraints 111

B Universality

» DPA and fault attacks even on an unsecured AES-accelerator or
software will not be successful if the encryption key changes after
every usage. So in certain situations one might choose some key
update protocol, like hashing the key after each en-/decryption.

But this is only possible in certain systems where all parties can
keep track of the update-procedures. The hardware provider can not

rely on the fact, that the AES might only be used in the described
situation.
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Additional Constraints 1V

B One hardware for many applications

B Patent Situation
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Additional Constraints V

B Early decision on countermeasures during concept phase

B Judging the Security Level
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Security vs. Certifiability

B Our chip designer needs a single metric that tells him the overall
security level of the final product, he is designing.

B Unfortunately, this does not exist and probably will not exist in the
near future.

B At the present time, there are attempts in single fields to develop
these kind of metrics. Veritable approaches already exist. But up to
now, there are no practical methods or even tools that make this
feasible.

B Distinguishing between different “security levels” is also a common
problem in certification processes. There, some kinds of practical
metrics were define.

B One, widely used process with such a very pragmatic metric is:
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1.
2.
3. A Security Metric — Common Criteria

4.
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Common Criteria

Common Criteria for Information Technology Security Evaluation

EAL 7
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EAL 1

Formally verified
design and tested

(high)

Semiformally verified

design and tested EAL X (m ed | u m)
Semiformally designed

and tested .
Methodically designed, (ba‘S | C)

tested and reviewed
The resulting security level is stated

Methodically tested after the evaluation depth.

and checked

Structurally tested

Further Information also on:

Functionally tested www.commoncriteriaportal.org

For the certification, a protection profile has to be defined which lists

the attacks against the product (TOE) is claimed to be immune.

following method:

. Then the evaluator rates the attack potential for single attacks by the

Page 18



Rating of Attack Potential

B Two parts of the attack will be rated differently:
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Rating Factors 1

B Elapsed time:
How much time is necessary for each of the two parts?
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Rating Factors 2

B Expertise:
How much general knowledge does the attacker need for each of the
two parts?
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Rating Factors 3

B Knowledge of the TOE:
How much knowledge about the TOE does the attacker need for each
of the two parts?
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Rating Factors 4

B Access to TOE:
Availability of samples (time and cost) as well as number of samples
needed to carry out an attack path.
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Rating Factors 5

B Equipment:
Expenses and availability of the equipment needed in order to carry
out an attack path.




Rating Factors

Factors

Identification

Exploitation

Elapsed time

< one hour

< one day

< one week

< one month

> one month

G|lW|IN|F|O

||~ |W]|O

Not practical

*

*

Expertise

Layman

Proficient

Expert

Knowledge of TOE

Public

Restricted

Sensitive

Critical

Access to TOE

< 10 Samples

< 100 Samples

> 100 Samples

WIN|[O|lO | |IN]|]O]|lOGOI|N]|O

OOl |W|IN]|]O|l M|IN]|O

Not practical

*

*

Equipment

None

Standard

Specialized

Bespoke
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o~ |IN]|O
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Evaluating the Security Level

® All the rating factors are added up
for one particular attack.

B For EAL high rating, no attack
defined in the protection profile must
have a rating below 31.

Range of values

0-15 No rating
16-24 Basic
25-30 Medium
31- High

Page 26



Conseguences

B Although “outlawed” in the crypto community:
Up to some extend Security by Obscurity is supported.

B For the hardware manufacturer:
Parts of the TOE may not be reused identically in a less secure device,
since there analysis or reverse engineering of the countermeasures
might be easier.

B For the designer:
First try to identify the rating factors which can not be improved, and
then work on the other factors.

B For development of fault attack countermeasures:
The elapsed-time part of the rating table shows, how long the TOE
must be able to withstand a particular fault attack. Design the counter
measure according to these numbers!
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Conseguences

The easier an attack is (cheap equipment, no additional knowledge),
the more time should be necessary for a successful fault attack.

B Example: Bellcore attack on RSA with CRT.
» One undetected fault might be enough to factorize the modulus.
» Cheap attack with flashlight, since fault can be induced almost at
any time and anywhere.
» = The system must have a high error detection probability!(—1-2-24)

B Example: AES, some other block cipher.
» Several faults may be needed.
» Faults have to be placed more precisely.
» > A lower error detection probability might be enough.
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2.
3.

4. Application to secure hardware development with respect to fault

attacks
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Methods for the Evaluation of the Error Detection
Probability of a Certain Countermeasure

B Testing on Silicon
» too late
[0 only usable for final verification

B Theoretical computation of error detection probability
» Not clear, whether the theoretical values are really reliable

[0 Could be tested by simulation, but only in some situations.

B Simulation of fault attacks and making statistics

> If the error probability is too big (1-2-?%), simulations will take too
long or are even infeasible.
[0 use scaling methods, if possible

» Difficult to describe the exact behavior of the silicon under an attack

» Most attacks are of statistical nature: Not every fault induction
manifests in an error.
[0 Usage of fault models, i.e., a statistical description of these attacks on

digital level.
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Conclusion

The Designer of secure hardware needs ...

B ... the ability to evaluate the security level of the later product quite
early!
There is need for methods and reliable tools to support this, like DPA-
testing on simulation basis or evaluation of error detection probability.

B ... more universal countermeasures that work for many different types
of attack at the same time — if they are better than all the individual
countermeasures added up.

At best, these countermeasures respect that the different fault
Induction mechanisms must be fought with different strength.

B ... concepts for global protection of a whole chip throughout the
complete data path.
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Thank you for your attention!
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