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Motivation 1/2

CRT-RSA — random fault (Boneh, Demillo and Lipton)

C=ac, +bc, A A
n —¢b(c,—c,) > p=gcd(C-C,N)
C=ac +bc,

RSA — skip squaring (Schmidt, Herbst)
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Motivation 2/2

Safe-Error Attacks (Bao et al.)

Random word errors (e.g. AES 9t round before MC)
(Dusart et al.)

MC, AK, SB, SR

e2

e3

e4
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Previous Work on Countermeasures

General
Time redundancy
Space redundancy
Memory encryption / protection / scrambling

Asymmetric
Compound Algebras
Error Diffusion

Symmetric
Small error detection rate
Only parts — restricted parities
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Goals

Generic redundant representation
Program flow security and encode addresses
No assumptions about adversary

Detection and diffusion possibility
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Adding Redundancy

Coding Theory
Error detection / correction
Linear / Non-linear

G*H=0 ... gen. and check matrices
y =Xx*G ... encoding
S=y*H ... syndrome calculation

BT Graz/1AIKK FDTC 2008

7



. VLSI Institute for Applied Information Processing and Communications (IAIK) — VLSI & Security IAI Kﬁ-gg.

Arithmetic Codes — AN — Code

(Proulder, 1989)

ax+ ay = a(x+y)
ax *ay = a"2*x"y

a=a"2 - idempotent
ZimZ - aZ/amZ

> ipZ/amZ
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T

puV o

Excursus: CR

X =7/mZ
Y=7/a’/
XXY=CRT(X,Y)

xHa*(a” modm)H y*m*(m™ moda)modam

[Xj — XXV =U ldempotent elements
Y

M| 22 X, X % % %
= u, *u, =CRT (x; *x,, y,*y,)

Vi V) )71*)72
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Introducing an Error

x*a*(a" ' modm)+ y*m*(m ' moda)+é&

= (x+<€‘x)>’<az>’<(a_1 Inodm)+(y+8y)>‘<1frt>‘<(m_1 mod a)

xX+&, \( modm
y+&, \moda

This holds for instruction skipping as well
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AN — Codes — Error Detection

J (p*x+e)—1-1/a (xj

Xip*(x+8) 0
(ip*x)+(ip*2)+€& (XJJF[Z"'QJZLX"‘Z"‘%J
J=ip*(x+z)+8 0) & £,
X(ip*x)*(ip*Z‘l'g) (xj*£Z+ng=[(Z+€X)*xj
=ip*(xz+xE) 0) \& 0
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AN + B Codes

(Proulder, 1989)

(ip, *x+ip, +&)*(ip, * y+ip,) =
ip, *x*y+ip, +&*(ip,* y+ip,)
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Extended AN + B Codes

(xj Protects program flow as well

Instruction sequence must be known

= RSA
\) )
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Security
(x+¢€'x)>’<a>’<(a_1 modm)+(y+¢€‘y)>’<m>’<(m_1 mod a)
= P=1/a

E,+€,=0moda
= £, =—€,moda
= P=1/a

V€ + WE,, + €,€,=0modz

— Ep = —(y +8y1)_1(y28y1)

— P=®(a)/a’
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Case Study: RSA
\ 105
Error detection rates N
e
Bit error 1 K,
»
Word error” 1 .-
-
MUI“WOrd 1 1 0 T 11 T 1 | A I B
—_— W 25 50 =] 10.0 125 15.0
error 2
* For a > 2*wordsize
.TU Graz / IAIK FDTC 2008

15




. VLSI Institute for Applied Information Processing and Communications (IAIK) — VLS| & Security IAI Kﬁ-lgg.

Conclusions and Ongoing Work

EAN+B codes
provide high amount of security
are generic
achieve reasonable performance
can even secure the program flow
atomic approach

Outlook: EAN+B + AES
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