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Introduction

Fault analysis on a profected CRT-RSA implementation

Highlighting that profecting CRT-RSA against DFA is a challenging problem
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Previous work

= DFA on CRT-RSA

« On the Importance of Checking Cryptographic Protocols for Faults (BDL97),
EUROCRYPT'97
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m Our attack applies on a protected CRT-RSA implementation
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Overview of our atfack

m Our attack applies on a protected CRT-RSA implementation

m Provides a full secret key recovery by factorizing the public modulus N
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Overview of our atfack

m Our attack applies on a protected CRT-RSA implementation

m Provides a full secret key recovery by factorizing the public modulus N

1 m Can be applied on CRT-RSA functions that handles the secret key a:
! o Signature (with deterministic padding)
= » Decryption
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Overview of our atfack

m Our attack applies on a protected CRT-RSA implementation

m Provides a full secret key recovery by factorizing the public modulus N

m Can be applied on CRT-RSA functions that handles the secret key a:

o Signature (with deterministic padding)
o Decryption

m Based on a simple and practicable fault model
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CRT-RSA Countermeasure

Tnpuf: m, {p, g, dp, dg}
Output: S =rm?mod N
Parameters: «,

1. For two k-bit random integers n and r,

@p*=n-p.
®ag =rn-q
©) g« = (g*)~' mod p*,
@N=p-q.
2. Compute

(@ S, = Mm% mod p* and s, = Mm% MO ¢(2) mod r,,
(b) S+ = Mm% mod g* and s; = m% mod (1) mod 1y,
3. Compute §* = Sgx + g™ - igx - (Spx — Sq=) mod p*
4. Compute
@cy =(S*—s+1)modn
®)c, =(S" —s,+1)modn,

[ _ ).
5. For a l-bit infeger r3, set v = L(“"c”(ii,@)cﬁj

6. Return S = (S*)” mod N

9
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Fault model

m Perturbation of the CRT-RSA signature
o Transient byte faulf on Sp«
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Fault model

m Perturbation of the CRT-RSA signature
e Transient byte fault on Sy«

= The faulty result S, can be model as:
S;j* =Sprb e

where = = Rg - 28, Ry is a random byte value and i ¢ [0; 22 _ 1]
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Fault model

m Perturbation of the CRT-RSA signature
e Transient byte fault on Sy«

= The faulty result S, can be model as:
Spr = Spr @ &

where = = Rg - 28, Ry is a random byte value and i ¢ [0; 22 _ 1]

m Then, the fault spreads over the computation:
o During the CRT Recombination
o Computation of the check values and gamma
e Final signature

saitou lization d o
1y medium o Use of the miormatar
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Faulty Execution

Input: m, {p, g, Ap, dg}
Output: ~ S=m“mod N
Parameters: «, |

1. For two «-bit random integers r; and r,

@p*=n-p,
g =n-q,
(©) ig = (g*)~! mod p*,
@DN=p-q
2. Compute

(@) Spx = Mm% mod p* and s, = m% mMod ¢() pmod r,,
() Sq+ = Mm% mod g* and s; = % mod () mod r,.
3. Compute §* = Sgx + g~ - igx - (Spx —Sg+) mod p*
4. Compute
@cy=(S" —s+1)modn
®)c,=(S* —s,+ 1)modr,
/
5. For a koit infeger r3, set = [ 3 21HE 1)) |
6. Return S = (§*)” mod N
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Faulty Execution

Input: m, {p, g, Ap, dg}
Output: ~ S=m“mod N
Parameters: «, |

1. For two «-bit random integers r; and r,

@p*=n-p,
g =n-q,
(©) ig = (g*)~! mod p*,
@DN=p-q
2. Compute

- (@) Spx = m% mod p* and s, = Mm% mMod ¢() pmod r,,
() Sq+ = Mm% mod g* and s = m% mod () mod r,.
3. Compute §* = Sgx + g~ - igx - ((Spx —Sg+) mod p*
4, Compute
@cy=(S" —s+1)modn
®)c,=(S" =8+ 1)mod r,
/
5. For a kot infeger 13, set y = | (321HE 100 <) |
6. Return § = (§*)” mod N
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Faulty Execution

Input: m, {p, g, Ap, dg}
Output: ~ S=m“mod N
Parameters: «, |

1. For two «-bit random integers r; and r,

@p*=n-p,
g =n-q,
(©) ig = (g*)~! mod p*,
@DN=p-q
2. Compute

- (@) Spx = m% mod p* and s, = Mm% mMod ¢() pmod r,,
() Sq+ = Mm% mod g* and s; = % mod () mod r,.
3. Compute §* = Sy« + g* - gx - ( Spx —Sgx) mod p*
4, Compute
@ & = (S5 —s +1)modn
®) ¢, = (S* —s, + 1) mod r,
5. For a I-bit infeger r3, set v = wa |
6. Return S = (S*)” mod N
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Faulty Execution

Input: m, {p, g, Ap, dg}
Output: ~ S=m“mod N
Parameters: «, |

1. For two «-bit random integers r; and r,

@p*=n-p,
g =n-q,
(©) ig = (g*)~! mod p*,
@DN=p-q
2. Compute

- (@) Spx = m% mod p* and s, = Mm% mMod ¢() pmod r,,
() Sq+ = Mm% mod g* and s; = % mod () mod r,.
3. Compute §* = Sy« + g* - gx - ( Spx —Sgx) mod p*
4, Compute
@ & = (S5 —s +1)modn
®) ¢, = (S* —s, + 1) mod r,
5. For a I-bit integer r;, set 4 = L"W*"‘;w |
6. Return S = (S*)” mod N
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Faulty Execution

Input: m, {p, g, Ap, dg}
Output: ~ S=m?mod N
Parameters: «, |

1. For two «-bit random integers r; and r,

@p*=n-p,
® g =nrn-q,
(©) ig = (g*)~! mod p*,
@DN=p-q
2. Compute

- (@) Spx = m% mod p* and s, = Mm% mMod ¢() pmod r,,
(0) Sg« = Mm% mod g* and s, = Mm% mod () mod r,.
3. Compute §* = Sgx + g~ - igx - ((Spx —Sg+) mod p*
4, Compute .
(@ ¢S = ( S* =1 +1)modn
®)c, =(S* —s,+ 1) mod r,
5. For a Ibit infeger ry, set 4 = wa |
6. Return 5= (5*)7 mod N
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Fault Analysis

The faulty result S;* has been modeled as:

S;* = Sp* P R - 23
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Fault Analysis

The faulty result S;* has been modeled as:

Sor = Som @ Ry - 2°
Then, the fault infects the check values:

& = (S —s+1)modn
= 14+R-2%modn
~ 14+R-2%

c = (S*—s+1)modn,
= Imodn
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Fault Analysis

The faulty result S;* has been modeled as:

Spr = Spr @ Ry - 2
Then, the fault infects the check values:

(o] =

Co =

(S* —s; +1)modn
1+ Rs- 2% mod ry
1+ R 2%

(S* —s,+1)modr,
1 mod r,

So, the erroneous exponent 4 can be written as:

(-G +@2 =n) c)
L o
RB ° iz ° 281

=l

]
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

L= [1ZZEEEEREEE Feof=====Too]
o+l F+B1+8 81

0o
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

EE—— R Eei——Dol]
K+l £+81+8 8 0
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

K+l £+81+8 81 8i-1
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

7= [0Rets]- —-——--- Rt - e
K+l f+8i+8 K Bli+1) 0
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

’;= ____________________________ I 0 ‘ |:|| """ | 0 ‘Ra'rs‘ ““““ |RB"'3| ‘IBg:fa
K+l f+8i+8 K Bli+1) 0
m Result of the right shift by / bitsif | < 8i and | < &:
Eh——= R = EE SO0
K+l £+81+8 8i 0
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

Toh fofo]------ [0 Rty - -----—- [Rat] T.IB?TS_E
et £+8i+8 K 8(i+D) 0
u Result of the right shift by / bits if | < 8i and | < &:
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—$
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Fault Analysis

= Bit distribution of Rg - r3 - 28/

A e PR F=——ToDs]
o+l £+81+8 81 0

m Result of the right shift by / bits if | > 8i:

’;= ____________________________ I 0 ‘ |:|| """ | 0 ‘Ra'rs‘ ““““ |RB"'3| ‘IBg:fa
K+l f+8i+8 K Bli+1)
m Result of the right shift by / bitsif | < 8i and | < &:
=i Rt - Rer[oRefof-o oo oo [o[1]
K+l f+Ri+8 K K-Bli+1) 0

= 4 is a random value located on LSB or MSB.
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Fault Analysis

m First, one can advantageously notice that:

*modN = me" modN
m” mod N

=}
F
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Fault Analysis

m First, one can advantageously notice that:

*modN = me" modN
m’ mod N

= Then, the attacker tfries to find 4’s value to factorize the public modulus N
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Fault Analysis

m First, one can advantageously notice that:

*modN = me" modN
m’ mod N

= Then, the attacker tfries to find 4’s value to factorize the public modulus N

1. The attacker chooses a candidate value for 4
2. The attacker computes:

et g = gcd ((ée —m')mod N, N)
3. Hence,

(o) if ' = 1, then the attacker fries again for another candidate,
() " # 1,then g’ is a prime factor of N.
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Performance

m Success probability for a fault that suits the model

Pr(success) = Pr [61 ~ 1+ Ry - 2% & 4 Is recoverable by brute force}

Pr [1 + Ry - 28 < 1y & length(3) < Bf]
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Performance

m Success probability for a fault that suits the model

Pr(success) = Pr [61 ~ 1+ Ry - 2% & 4 Is recoverable by brute force}

Pr [1 + Ry - 28 < 1y & length(3) < Bf]

m For n = 1024 bits, k = | = 80 bits and By = 40 bits

N
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Performance

m Success probability for a fault that suits the model

Pr(success) = Pr [61 ~ 1+ Ry - 2% & 4 Is recoverable by brute force}

Pr [1 + Ry - 28 < 1y & length(3) < Bf]

m For n= 1024 bits, kK = | = 80 bits and By = 40 bits
o Pr(success) =~ 5,4% for a suitable fault
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Performance

m Success probability for a fault that suits the model

Pr(success) = Pr [61 ~ 1+ Ry - 2% & 4 Is recoverable by brute force}

Pr [1 + Ry - 28 < 1y & length(3) < Bf]

m For n = 1024 bits, k = | = 80 bits and By = 40 bits

o Pr(success) ~ 5,4% for a suitable fault
* The success probability increases by lengthening the brute force search

m For 83 suitable faults, the success rate is bigger than 99%
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Conclusion

m The proposed fault model can be extended to a less restrictive one
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Conclusion

m The proposed fault model can be extended to a less restrictive one

m The attack has been extensively simulated using GMP Library
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Conclusion

m The proposed fault model can be extended to a less restrictive one

m The attack has been extensively simulated using GMP Library

m This aftack works against a profected CRT-RSA implementation ...
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Conclusion

m The proposed fault model can be extended to a less restrictive one

m The attack has been extensively simulated using GMP Library

m This aftack works against a profected CRT-RSA implementation ...

m ...butit can be avoided by
» Forcing the modular reduction during & computation
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Conclusion

m The proposed fault model can be extended to a less restrictive one

m The attack has been extensively simulated using GMP Library

m This aftack works against a profected CRT-RSA implementation ...

m ...butit can be avoided by

» Forcing the modular reduction during & computation
» Replacing the final step by the proposed variant and returning

S=(r-S"@(-1)n

Practical Fault Countermeasures for Chinese Remaindering Based RSA (JC05),
FDTC 2005
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Conclusion

m Thank you for your attention !
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