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Fault attacks ﬁ

Alter the expected behavior of a
device by modifying:

Process flow Clock = f{ EM Impulsion
Data modification 1 ] T [
Introduced by Bellcore Labs in o\ A
1997 X-Ray & R
Theoretical attack on RSA-CRT T
Allows to get the whole key ki Puntitinn & : temperature

(whatever the size) with a single
faulty signature (whatever the - M -

faU|t) ""i{,;:'::::_ == | Sliseh
Now widespread: all crypto o Veltage Glite
algorithms are vulnerable

Different ways to induce faults

Glitch on VCC, on clock, on
whatever available input

Laser (with different wavelengths)
White light

Alpha particles

Electro magnetic emission
Temperature




Fault attacks ‘ﬁ

Not dedicated to crypto exclusively

Change value of registers/memory and escalate
privileges
Force authentication without knowledge of the key

When applied to crypto algorithms, fault injection
rarely leads directly to key recovery

A fault attack starts with an attack model

Clarify capabillities of the attacker

Specify types of errors, timing and location precision
of the fault injection, the number of faults




J

Differential Fault Analysis (DFA) /4
EE M g - C FF

DFA exploits the differences between correct and faulty
outputs of the cryptographic computations to discover the
secret (e.q., a secret key)

0110010101100001 0101110000110011

e

1100101000101101

Plaintext M - - C Correct
» . - : » ciphertext




Fault attacks: examples Kys

Bellcore attack on RSA CRT DFA on DES
(1996)

Sp=Mdmod P
Sg' = MImod Q
S'=CRT(Sp, Sq')

GCD(S-S',N) =p

Fault attack on Operating System

1d A8, #(SFRBASE+DESKEY1)
1d 410, # DES_key Corrupt Qe T
// £ill K1 . P ‘ Ok'Dl EXT R4
set_keylins register  instruction LD 112,4 DES key
1db RO, B@[A104R6] \ LD A13,# DES data
ldb @[AB+RE], RO JSR § DE3 process
bnzd R6, set keylns — - .
nop LDE R4,[@[413] ;1
LD R7.R4




Fault models

Specification of a fault model
includes various parameters:

Control on the fault location
No control
Loose control
Complete control

Control on the timing
No control
Loose control
Precise control

A number of bits affected
Single bit
Byte/half-word/word
Random number of bits

The fault type

Stuck at fault (stuck at one, stuck
at zero)

Bit flip
Random fault

The effect of the fault

Transient, permanent or
destructive
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Generic countermeasure: duplication

Execute (parts of) the algorithm twice and
compare the results

— Doubling :
Input Output
) Cryptographic operation
I want ﬁéﬂht{f}gj
e sere ey prer
— (1] Mdghdm’ks

Cryptographic operation

— Doubling :

Input

I Cryptographic operationl

Cryptographic operation

Fault
detected !

g
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Generic countermeasure: verification

“Invert” cryptographic computations:
Sign — Verify
Encrypt - Decrypt

— Verification :

Output

Cryptographic operation

Input

Inverse of the sS-dL iy 1
cryptographic operation :

o E
GidskojSEST

Cryptographic operation

Inverse of the
cryptographic operation

( Fault

— detected

™

!
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Infective method ﬁ

Exists for public key algorithms

An algorithm is modified in such a way that, if the error
IS Injected, It Is used in some redundant computations
which get “interwoven” into output values corrupting
them to a degree when no analysis can be performed
on faulty results




Second order fault model (20FA) Kys

Generic modeling of a second order fault attack is difficult as any type of a
single fault at instant T1 can be combined with any type of a single fault &t

instant T2
\“/

‘ Parameter ‘ Possible Values ‘ ‘ Parameter ‘ Possible Values -
location no control, loose control, or complete control location no control, loose control, or complete control A
timing no control, loose control, or precise control timing no control, loose control, or precise control
number of bits single faulty bit, few faulty bits, or a number of bits single faulty bit, few faulty bits, or a

random number of faulty bits random number of faulty bits
fault type stuck-at fault, bit flip fault, random fault, or bit fault type stuck-at fault, bit flip fault, random fault, or bit
set or reset fault (to be defined in Section 1.3) set or reset fault (to be defined in Section 1.3)
probability (variogk possible values) probability (various possible values)
duration e manent, or transient faults duration destructive, permanent, or transient faults

Simplifiéd second order fault model:

Because modification of the hardware used for a fault injection between two faults
are difficult to modify, the type of the faults at T1 and T2 are similar

20FA




Danger of 20FA

— Doubling :

Input
Cryptographic operation

68sdLjiIEK]
df65eSKUE

AfosfuPrglie
Gdskoj%oF87
Jdgfk9m k6

L Cryptographic operationu

— Verification :

Input Cryptographic operation

Inverse of the

68sdLEjugkj
df65gSKUE

I want

to find
the secret key

{fosOuPrglié
6dskoj?F87
0 3ddefldm°ké




20FA model

— Doubling :
Input

[ want

to find
the secret ley

— Verification :

Input

[ want
to find
the secret ley

Cryptographic operation

Cryptographic operation

Cryptographic operation

Inverse of the

Faulty Output

indljnsdf

Faulty Output

Bdfsdfdsafd
ljnsdfeid

B4dfsd6mptez
TTYBdefd
&



20FA model

— Doubling :

Input

ryptographic operation

Cryptographic operation

— Verification :

Input Cryptographic operation

I want

Inverse of the
e et by cryptographic operation

Faulty Output

Lar,

i8df:46mpds
IVBdeds

dfsdfdods
nsdfdT2

_"‘x\

Fault
" detected !



Are 20FA practical? Lys

C. H. Kim and J.-J. Quisquater, “Fault Attacks on
CRT based RSA: New Attacks, New Results,
and New Countermeasures”, WISTP 2007,
LNCS 4462

First practical glitch attack on CRT-RSA implemented
on 8-bit microcontroller
This talk Is dedicated to practical aspects to
20FA

We present first successful laser 20FA on a
complex general-purpose 32 bit microcontroller
based on ARM Cortex M3

14



Why laser attacks?

Good precision of fault
Injection:
Temporal (can target a
particular instruction)
Spatial (can target a
particular location:
variable/byte/bit)
Very efficient but
require mastery of the
bench and can be
destructive

Many parameters to
manipulate and check

Preparation of a chip is
necessary




Technology size vs. laser spot size 173

Transistor

SRAM Cell .

A lum laser spot




Laser effect on IC

Drain ( &ggl))

-l [
\§
/

\+

Cumrent (mA)

Instant

m
I,f/ \ K/Component
)

Delayed
Component

Time {ms}

Ly

Laser/silicon interaction is mainly
photoelectric

In silicon, the photoelectric effect is
the absorbtion of a photon by an
electric carrier to form electron-
hole pair

Photoelectric interaction of a laser
beam with silicon results in
electron/hole pair generation on
the path of the beam

The generated pairs can be
separated by electrical fields in the
device leading to different
photocurrents

These transient currents may
affect functionality of the
transistors



Laser effect on IC functionality

On SRAM laser exposure is known to cause
bit-flips
A one-bit SRAM cell is made of two cross-
coupled inverters

The state of four transistors encode the stored
value

Created by a laser/silicon interaction transient
current inverts the output of one of the inverters

This voltage inversion is in turn applied to the
second inverter switching it in an opposite state

A bit flip happens

A phenomenon called Single Event Upset
(SEU). Used for failure analysis. Can be used
for an attack
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CMOS bistable: the basic memory element
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Laser ﬁ

YAG Pulse Laser

Two wavelengths (green 532nm
wavelength, infrared 1064 nm
wavelength)

Different lenses (GR: 2x, 20x; IR:
50x, 100x)

2500 um source Gaussian spot
diameter

X and Y apertures 35x35 um
tunable from 0% to 100%

Energy level tunable from 0% to
100%

1. Focus wheel

2. Laser

3. Cords for the power
measurement

4. De-capsulated processor
5. Motherboard

m 6. Serial interface

7. Power supply

“988 3. Supportive board

Duration of a shot fixed at 5 nsec
Adjustable timings of shots

X-Y table to move the board; step
1pum

Microscope with camera to choose
the hit area

Focus: important parameter

9. Testbench board




Laser bench

YAG pulse laser: shots when triggered
X-Y table

Can be moved manually while selecting the start and
the end position of the experiment

Moves the chip automatically during the experiment
in accordance with selected parameters

Oscilloscope: LeCroy 10GHz
Adjust and visualize the trigger from the board
Visualize the triggers from the bench
Visualize the power traces
It's possible to see the exact time of a shot

Microscope with camera allows to choose the start
and the end position of the experiment

PC:
Runs a dedicated LabView interface ]
Allows a user to configure the Laser and the X-Y S el
table laser Eo— PC
Allows the user to define the scenario of the )\
experiment 3
Drives the equipment according to the settings
Sends commands to the board using a serial cable L
and saves the output to a file / chip /
Synchroboard T

Sets up a delay between the trigger signal and a :
Shot W|th a Step 10nsec 05C|"05C0pe .........................................




Laser bench software

LabView interface helps automate an experiment




System on Chip

32-bit microcontroller based on
ARM Cortex-M3 core

Memory:
Embedded flash 512KB
Embedded RAM up to 64KB
Code executed from flash

Many peripherals, both analogue
and digital

Technology:
130 nm
6 metal layers

Many safety and security features:

programmable voltage detector,
embedded voltage regulator,
internal clocks, clock detector,
tamper bit, exception fault
handling, watchdogs, emergency
stop, write once registers, backup
register, flash memory protection

Tr 10 Bil
SvrThianized AC
Timar
Up to 16 Ext. ITs

I2M980 |Ds

!
ARM Paripha
x--':':'::-

T USART/LIN
Stz ([
it

! Bus | 2|0

PORPORPYD




ARM architecture

HARVARD ARCHITECTURE
MICROPROCESSOR

DATA INSTRUCTICN
MEMCRY MEMORY
CONTROL

DATA‘| ‘}l & ADDR ﬁ/‘ “INSTRUCHON
|

ALU CONTROCL

OUT < CONTROL

STATUS CLOCK

low registers <

high registers <

Program Status Register

0

r

r2

ra

rd

s

ré

7

ré

]

10

1

2

113 (SP)

SP_process | | SP_main

r14 (LR)

r15 (PC)

¥PSR

Figure 2-1 Processor register set



What can be done with SEU? Y/

ARM IS a Ioad/Store 31 30 29 28!27 26 ! ! ! o

N|lZ|C|V|Q Reserved

I I Iac h I n e Figure 2-2 Application Program Status Register bit assignments
Table 2-1 describes the bit assignments of the APSR.

B ase d O n reg iSte rS Table 2-1 Application Program Status Register bit assignments

Field Mame Definition

Change a register bit: FTR e ———

I = result negative or less than

9 Change Contr0| flOW 0 = result positive or greater than.

[30] Z Zero flag:

=» change address 0~ noners el

[29] C Carry/borrow flag:

=» change operation | camy or borrow

0 = no carry or borrow.

[28] A\ Overflow flag:
) 1 = overflow
P 0 = no overflow.
'i Data Processing and Shift Instruction
low registers < r4
r 313029282726 252423222120191817161514131211109876543210
15 5
3 s Source Destination Shift h N Source
7 Reg:\l-ster Register | Register i’ Rengster
r8
r9 (a)
high registers < r0
1
L r2 Branch and Branch-Link Instruction
r13 (SP) [ SP process || SP_main
14 (LR) — — 313029282726 252423222120191817161514131211109876543210
r15 (PC) o ‘
Program Status Register xPSR . Lt 24 bit Offset

Figure 2-1 Processor register set (b)




Protected CRT-RSA: verification method IYI

Algorithm 1 Protected CRT-RSA
Inputs: CRT-RSA private key and message A. Boscher, H.

C
Outputs: RSA signature or error detection Ha_‘nd_SChUh’ E
Trichina, Chinese

— Remaindering in Both
1. ar =Cdmndp—1{modp:l Signing message C . .
F with a CRT-RSA Directions, 2010

2. M,=c90007 modg) private key http://eprint.iacr.org
Efficient signature

Mathematical expression Description

Lad

. M=([_-‘|rfp—_-‘|.fi'q }-!q m.c-dp}g+Mq

4. e =d  mod(p-1) ?eﬁﬁrzi:ﬂﬂh?f_ ﬂl; verification-based
signa obtaine
5. ¢, =d'q_1m.c-d{g—1:| in Step 1. Here one countermeasure
‘ o oot All computations on
6. Cp=M 9 modp the kn_mﬁ._.'ledge ofe P
. a_priori, instead half-sized data
7. € =M P modg available input
1 parameters are
8. c'=((r:'P —Cq}-!'g-m.odp}g+ﬂg used to recover
plaintext.
9 if C'=C then Comparison
10. return M Correct answer 1f

there is no fault

11. else Error message 1
12. refwrn  ErrorMessage the case of fault




20FA model: by-pass verification Kys

Algorithm 1 Protected CRT-RSA

Inputs: CRT-RSA private key and message
C
Outputs: RSA signature or error detection

Mathematical expressio

Description

1. J.ﬁarp=(:""ﬂ":"iif"‘1 (mod p)
2. Mq=cdm°dq‘1 (modg)

3. M=(f_lrfp—_]rfq }-:q mﬂdp}q+Mq

L S1gning message C

with a CRT-RSA
private key

—q1 _
4. ep—:fp mod{ p—-1)

—q-1 _
- eq—dq mod{g—1)

LA

&
6. Cp=M 9 modp

~

e
Cq=M P modg

o]

_ c'=([r:“P ~C, )i, modp }a+c .

WVerification of the
signature obtamed
in Step 1. Here one
does not requure
the knowledge of e
a prior1, instead
available mput
parameters are
used to recover
plaintext.

9. i C'=C then

Comparison

10. retrn M Correct answer 1if
there 1s no fault
11. else Error message 1in

12. retwrn  ErrorMessage

the case of faunlt

First fault injected
during
exponentiation
Second fault by-

passes the
countermeasure



Infective method [BHT] 1S7%

Algorithm 2 Second Order resistant CRT-RSA with infective Confirms a well-

method known wisdom

Inputs: CRT RSA private key and message C -
Outputs: RSA signature or error detection that sometimes a

Steps 1-8 are the same as in Algorithm 1 cou ntermeasure
_ Comparison against new
9. C=C the | attack creates a
10. retn  M+C,~(Cmod p)+C, ~(Cmodg) Infect the vulnerability wrt.
answer with
redundant the old one
information
which spreads
an error if Step
9 15 skipped
11. else Error message

in the case of

refuim  Lrroridessage fault in Step 9




Single fault attack on infective method 172

Algorithm 2 Second Order resistant CRT-RSA with infective B=M _( C'mod p).|{" _(f_’:‘ ﬂll]dq:]
method q

Inputs: CRT RSA private key and message C
Outputs: RSA signature or error detection

Steps 1-8 are the same as in Algorithm 1

: R'—-R =Cmodp
0. if C=C then Comparison.

C=(R'-R)+k-p

10, retwrn M+C_—(Cmod p }+Cq —(Cmodg) Infectthe

answer with CH{R'-R)=kp

redundant

information cep( c—~(r-R)N) = cep( kp.pqg) = p
which spreads

an error 1f Step

9 1s skipped

11. ebse Error message
in the case of

12. furn  ErrorMe .
Ferurm Fror -E.S‘S(Eé‘ fault in Step 9




From 20FA theory to 20FA practice Lys

20FA are possible in theory and may break
many countermeasures

Yet... why there were not but ONE publication on
their practical implementation ?

Papers were rejected by PC?

There were no practical implementations?

And certainly no two fault laser attacks were ever
published




Preparation steps

To perform front-side laser
attacks, a decapsulated chip is
needed

For de-capsulation we used
chemical etching

Performed using JetEtch Il tool
which, after all the parameters
(e. g., type of acid,
temperature, time, etc.) are set,
runs the process to the
completion automatically

Selection of parameters is
“know-how”




Decapsulated SoC
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First setbacks
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Digital components are SRAM is covered with metal
Implemented in glue logic tiles (1 layer)
CPU occupies only 20% of the Flash is covered with metal

logic area tiles (2 layers)




Where i1s the CPU?

Scan with EM probe helps
to visualize active areas




Algorithm for running a laser bench 1S7%

2. The PC sends a command (e. g. start execution of
cryptographic algorithm) to the chip.

3. The chip starts execution and at some moment of
time 1t raises up a trigger.

4. The trigger 1s recogmized by the synchroboard.

5. The synchroboard generates another trigger for the
laser with a predefined delay.

6. The laser recerves the trigger and after the delay 1t
shoots.

7. The chip prints the result to a senal port.
This result 1s recorded by the computer.

9. The computer maintains the current state of the
experiment. 1. €., it moves the driving board. changes
the delay of the synchroboard 1f necessary and does
other routines specified in the attack scenario.

10. Ewerything returns to the step 1.

11. Steps 1-10 continue to run until the driving board
reaches the end point.
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Not glamorous attack routine Kys

De-package a chip

Prepare SW for an attack:

for driving a bench, for
communication with the bench,
for investigation of possible
fault models and for post-
processing of faulty results

Find vulnerable spot on a chip

by repeatedly scanning a chip
with a laser (shooting) varying
laser parameters while the
chip runs programs

Collect and analyze the results; L
infer fault types,... e

Refine an attack, refine timing
of shots, try different laser
bench parameters...

Until the algorithm is broken
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Finding precise time for a shot

hath

Fichase

BN42008 122536 PM




Systematic approach 1S7%

Record laser parameters (location, energy level, focused vs. unfocused,...)

Finding a proper time of a shot is the most important factor for obtaining
exploitable errors

Time of the shot is adjustable by changing trigger parameters
All faulty results are recorded in a separate file while running an experiment
Run post-processing on faulty results = recover potential key = check

Green Aperture (%): X = 50,0 Y = 50,0 Energy: 0,6%

5 Single byte error in

IérSt subkey 1n round | ;350 55500,0.44) aafb89db e9cc53cf 921109c1 ca56c¢573
(7250,25500,0.44) 7efb89db 33cc53cf 481109c1 1050c573
(7150,25500,0.44) DAGOOOOO DAGOOOOE DAGEOOOO DAGEOOOO

(7050,25500,0.44)

(6950,25500,0.44)

(6950,25300,0.44)
Green Aperture (%): X = 50,0 Y = 50,0 Energy: 0,5%
(7450,26600,0.44) a4fb89db e9cc53cf 921109c1 ca50c573
a4fb8957 e9cc5343 9211094d ca50c5ff
0000OO8C 0OEOOOSC VOOOAASC 0OOOOOSC
(7150,26600,0.44) a4fb89db e9cc53cf 921109c1 ca50c573
(7050,26600,0.44) a4fb89b3 e9cc53a7 921109a9 ca50c51b
00000068 0OOOOO68 HOOEAA6S 0OOEOO6S
(7350,25600,0.44) a4fb89db e9cc53cf 921109c1 ca50c573
a4fb895e e9cc534a 92110944 ca50c5f6
P00AOO85 0OEOOOS5 VOOEAASS5 0OOAOOSS
(7250,25500,60.44) aAfb89db e9cc53cf 921109c1 ca50c573
8ffb89db c2cc53cf b91109c1 e150c573
2BOOOOOO 2BOOOOOEG 2BOOOAOO 2BOOOOOO




Skipping comparison

Code: if-condition instruction m terms of assembler code

0x08001168 ASFD ADD rl,sp,#0x3F4

0x08001162 AS2B ADD ré, sp, #OxAC

0x03001164 FOBOFE31 BL.W CompareBig (©x0880126A)
589: if (1 == @) {
518: /* write to vector of char */

ox08081165 B930@ CBNZ r@,0x08001178 [E Check
511:

W32 to W8(m.w,P pOutput,P pPrivCRTKey->»modulus size);
512: } else {

0x@800116A 4639 Mov rl,r7

0x0380116C Flooeees ADD re, ro, #0xes8

0x08001170 6822 LDR r2, [rd,#0x80]

0x03001172 FOBOFCFE BL.W W32 to W8 (Bx08001B66)

0x08001176 EGG3 B Ox08001188
513: printf({"Fault %d\n",i);
514: }
515: }

0x03001173 4661 MoV rl,ré@

0x0800117A Apad ADR r@,{pct+2 ; @Ex@800118C

Bx0800117C FOB2FC24 BL.W

__1printf (0x080039C8)

Ly

Compare and Branch on Non Zero
CBNZ Rn, label

Register RO keeps the result of
comparison between two large
numbers, initial and re-computed
plaintexts

If they are equal the return value is O
otherwise the result can be -2,-1, 1 or 2
depending on some conditions

CBNZ command does not change the
conditional flag in a program status
register xPSR

Several ways to skip /alter verification
result:
Skip execution of CompareBig =
register RO may not have a useful value
Force register Rto O
Skip CBNZ instruction = the system

increments PC and goes to “IF-YES”
branch




Finding right timing for 2"9 shot Lys

File weartical Timebhase Trigger Display  Cursors  Measure Math  Analysis LUHilities  Help

3 o imebase Trigger
1.00 Wicliv 2.00 % il 200 m%idiv 100 n=sdiv |Rarmal
-2.000 % ofst -6.000 % ofst 400.0 m% ofst : 10 &58s |Edge MegsEtive

Wwaiting for Tricger




Two shots and two faults!

SO0 m* fedive 2.00 % v 2.00 % fdive 10.0 mafdiv [Marmal 1.00 %
1.000 % offzet =130 my ofst -4.190 % ofst ! 10 M=z WWidth Positive




Private key recovery /4

Table 9. Examples of two fault attacks against CRT-RSA. based on a conditional check R un Bel |C0re-Sty| e attaCk
Correct data Faulty encryptions H
Correctly encrypted message Faulty encrypted message 1 rOUtI ne On eve ry fau |ty

2A 28 EO F1 81 84 53 EF 29 CA D7 C2 43 BB BA 88 |3A F4 F1 81 81 F5 @8 9B 62 4A 12 71 B1 E9 O9E 38
E3 CD 42 24 23 FA F1 BC 81 91 98 3C FE 2C 4B DD |EC FC 9F 95 2F 5C D4 13 51 14 C5 3C 75 2C 74 87 reSUlt
23 8C 83 2B 8D 7D 7F BO OF EE @6 1F @9 76 94 8B |2A 69 BE 48 72 AE Al EA C7 5D B7 Al B0 9B 92 37
DC 6F BB DA 6A 45 FC 6F 47 32 9D 9D EA ©C E7 64 (A5 C3 7A AB 9D AC 5B 28 AE 74 CD 55 @3 F2 @4 F6

Modulus Faulty encrypted message 2 C RT_ RSA (Slg natu re) IS

3E D6 FC AA D@ 61 4D 3C EA D5 1D 4B 81 A7 A7 54 |BA F3 1B B6 98 AC 38 98 2B 5B CE 3F 92 93 6F B3

BF B3 A2 9A CC @D F3 28 51 7C C5 @5 84 9F @C C9 |75 CC 6F DE 55 B3 B1 3F 2C 1F 9A 5C 54 DI BA AB brOken |n one day

CF 88 42 3B OB FD 67 F@ 7B BA 53 60 64 @6 DB 99 (AC 31 3B AE 63 FE 89 FB D7 22 A8 8A BC AF OE 3E
C8 DD 13 9B 3A 12 @6 36 2A E4 5D 20 AS 75 EE AF |FD FD D1 9C @9 2E 69 65 67 20 15 1D 2D 1A 33 (@ P t t d . t . I
The prime number, recovered from faulty rO eC e agalns Slng e
G F 6 fault CRT RSA brok

67 FD 7D 60 C& 80 9D 78 09 OA FA DO A® B4 FC @7 au ro en

68 53 5D D2 64 69 1C 5E 2A 00 AD AC A8 CA 19 oF .tht f It tt k.
Correctly encrypted message Faulty encrypted message 1

3B A9 FC A4 BB F3 8C AF 25 AC @1 39 85 36 ED D@ |13 @6 E5 8A Db FD 8A 7D B9 @D 5C 2F 99 46 02 4F One Week 9

29 48 2B 3A 6E E5 FB FD FA 11 80 64 1C 32 13 71 |6@ AC F3 B5 CE 6B DC 19 3E CC 5F A8 4D 86 8E 9E
AC 45 97 E2 67 1D 2F 60 32 06 44 D3 34 87 80 CE (FE 5F 1C 34 48 B1 F9 D2 AF 4F 1E B9 11 79 9A 16

1B 8F 42 37 20 6E 3B 6E DO 20 73 48 D5 8B 22 3C |6A A7 1E 1A CB 0@ 65 F1 3C F6 D7 67 65 5D 75 7E NeW powerful practical
Modulus Faulty encrypted message 2

51 68 A@ CC 86 Al 38 90 71 ES 83 44 (2 87 FO 67 |AF 81 03 FE 28 8A A9 B4 BB 71 DF 4D 56 4F 07 S5A attaCk 9 Need new

DS A5 1@ 40 oC B7 5D 3D 47 B3 4C FA EE F@ 97 60 |BF Al B3 EE 7B DE 71 B3 42 50 35 13 9A BE 2A AB
F6 36 25 F4 78 DD 39 AD 7C E® 64 CD 3F EC EE DB |FF EA 1D 6C 93 79 FE 94 62 36 B2 DF A5 36 42 8C t m

©A B7 22 FF E6 35 AA 18 EO 23 B6 A8 E9 2B 72 7D |29 58 (6 F3 CC A8 57 B2 6A @F ©3 74 45 53 16 67 Coun er easures

The prime number, recovered from faulty|Faulty encrypted message 2 C t I 114 f I” f It
ciphertexts: 1F D9 EA E2 ©7 A5 C4 75 24 F6 87 94 5B CB 11 7F a a. Ogue use u a.u S

5F 6A 86 6C 9D 83 A6 BA C7 43 2E 37 5C 25 92 43 |25 7E 8E 15 8D 4E 8C @09 04 BA D1 CE CC AA 3F 5E

A T 0 F 0 7B D S 7K A8 68 T e o ta 20 70 o5 ¢ 53 10 on oo o8 and develop new attack
models &
countermeasures




Skipping function calls: detalls Kys

File weartical Timebhase Trigger Display  Cursors  Measure Math  Analysis LUHilities  Help

3 o imebase Trigger
1.00 Wicliv 2.00 % il 200 m%idiv 100 n=sdiv |Rarmal
-2.000 % ofst -6.000 % ofst 400.0 m% ofst : 10 &58s |Edge MegsEtive

Wwaiting for Tricger




Analysis of unusual behavior

35F: woldd SPTO Amsetflts|STO_Typeles® GPT0x, ulé GPTO_PIn)
EFEH

st * hack The parametars

55 I'“H'l _param(15 GPIO_ALL FIN[FH[EP[EK]:I
56:  assert_param(1S_GPIS_PIN{GFID_Fin]);
57

AxB3ASIAGE 4778 ir
358:  GRIDnm3EAR = GRIO Fin;
EABEIEGE SIAT F B

asm code for GPH0_ResetBits

................. - .
th * function Mame : GOLO | Mritesit

363: * Ceseription sel: ‘or clears The selected #aty port bit

368: * Input - GPI0m: where & can be (A 5] to select the GPI0 perlptaral,

Igh: * - G0 pln: specifles the port bit to be writtes,

ELT R This par. a-eler an be one of GEL0 #in_x where ¥ tan be {#..18).
EL TR = Bleval: speclfies ihe value to be welilen Lo Lhe selected bii.
J6E: * This parameter can e one of Uhe KItACtLlon emen values:

I60: * - BIit_RESET: to cles The et min

ama: ¢ = BIL_SET: ta set the piet gln

AT1: T Cutpet = Home

373: * Watuen = Mema

T T T P P P P PP PR PP

373; seasans whsan .
I78: wold GFTO_Writad1t[GPI0_Typeded* GPTOw, «16 GPIO_Pis, Eitéction Bit¥al)
37s:

I76: [/ Dheck the parametars */
377:  assert_param{15_GPI0_ALL FH‘IM[EFIM

.6 378:  assert_param(15_GET_EPIC_PIN{GFID ltnj
£ 379:  assert_param(15 GPID BIT ALTION({BItVa.
I g8:

e a7me ir

I 3m1: A7 (edeval s Bit RESET)

w EL FER

] aus: GPL0x-oBERR = GPIO_Pin;

- e}

e el asm cods for GPIO_WriteBits
;:; GPIDx3BEL = GPTO | pJ.J
abaLETY B m ]
EwbABBIRTY Fid1 STRIG I'i I,I‘t i)
ELEH G025 = GPIO_Pin
— ELCH
o | alie
™ EL T
o ELTH GPIOx=2BRE = GPI0 Pin;
= 3RE:
-, = BxEABEIATY LEL STRME  rl,[ra, s8]
o FEE
£ 398
= 1a1- assnresraaen - .
— 39z: * Function Hame - GPIO Mrite
k] 393: * Deseription  © Writes data %o the specified GPIO data port.
14 a8e: * Input T - GPlom: where x tan ke (A..5) to select the GPIO peripheral.
Jug: - Portial: specifies the vales to be written to the port output
J96: * data register,
397 4 Outpet = Mone
ag: leutn H Ilcne
99 * PR B T T PR P I e EP PP TP PI T PR e
ABA: 'rﬂili ST W ite{GrTa Trp:{}ef GPIDH_. ulk PartVal)
A
Ang: * fhack The paranelers ",

A assert _param(I5_GPI0_ALL PINIDH[EDIM]J
s

- A
Ll le
485:  GPIOx=>0R = PortVal,
BxB3ABIATE GALI TR "1, [r8, #6x2c]
a85: }

A0E:
482: * Function Mame : GPLO_PinLeckConfig

tack to the main flow

It was compiled in such a way that there is a GPIO WriteBit function exactly after the
GPIO ResetBit. It means. that if the return statement is missed. then the program enters to the
GPIO WriteBit and 1f starts to execute its instructions. unfil the new 'bx Ir' 1s reached. In one point
there is a function (line 0x08003074) which raises up the trigger again and it is observed on the
oscilloscope.




Attack against infective method

i = CompareBig(&temp,&c);

if (i == @)

for the

S*temp - is a initial plaintext
mp and mq - parts of the RSA recombination
plaintext*/

GPIO_ResetBits(GPIO_SMART, GPIO Pin_11);

/*m = m + mp*/

AddBig(&m,&mp,&m) ; B skip instruction
f*m = m + mg = m + mp + mg*/
AddBig(&m,&mq,&m);

f*result = ¢ mod p*/

ModularReduction(&c,&result,&p);

f*temp = m - result = m + mp + mq - cp*/
SubBig(&m,&result,&temp);

f*result = ¢ mod g*/

ModularReduction(&c,&result,&q);

/*m = temp - result = m + mp + mg - cp - cq*/
SubBig(&temp,&result,&m);

W32 to W8(m.w,P_pOutput,P pPrivCRTKey-

»>modulus_size);

}else {

}

printf("Fault %d\n",1i);

Ly

After “subroutine skipping” had
been mastered, an attack was
easy and reproducible

Because the

countermeasure

infects only half bytes of the result,
it is easy to understand that a
required error was injected

Table 10: The result of attack against basic infective method

Correct data

Faulty ciphertext

Correct plaintext

3A 7A 11 F7 @4 FE A5 29 D6 @6 6F 35 4D 7E 50 8F
51 3A 71 51 FA 7C 97 A9 63 74 984 03 24 97 9C E1
53 F6 53 35 AB 63 74 04 03 24 97 EE DF FF 18 A5
12 3B 8B 42 6B 74 9A 4B 20 8D @D 18 4E 7A F8 B@

Correct ciphertext

3B A9 FC A4 8B F3 8C AF 25 AC @1 39 85 36 ED De
29 48 2B 3A 6E E5 FB FD FA 11 80 64 1C 32 13 71
AC 45 97 E2 67 1D 2F 60 32 @6 44 D3 34 87 80 CE
1B 8F 42 37 20 6E 3B 6E D@ 20 73 48 D5 8B 22 3C

Correct modulus

51 68 A@ CC 86 Al 38 90 71 EB B3 44 (2 87 F@ 67
D9 A5 1@ 48 @C B7 5D 3D 47 B3 AC FA EE F@ 97 6@
F6 36 25 FA4 78 DD 39 AD 7C E® 64 CD 3F EC EE DB
@A B7 22 FF E6 35 AA 18 EO© 23 B6 AB E9 2B 72 7D

Incorrect ciphertext

3B A9 FC A4 BB F3 8C AF 25 AC @1 39 85 36 ED Do
29 48 2B 3A 6E E5 FB FD FA 11 80 64 1C 32 13 71
46 95 73 F4 2F 71 B@ 2E 5A 8C 4F F4 F2 2B EF D8
20 BE 8C BS AE 55 57 F1 DB D7 D2 OE 93 9C C7 D7
Difference between correct and incorrect
ciphertests

©5 BO 23 EE 37 AB 7F 31 D7 79 F4 DE 42 5B 90 F5

FA D@ B5 81 72 18 E3 7C F4 48 Al 3A 41 EE 5A 65

Recovered value of prime number p:
5F 6A 86 6C 9D 83 A6 B4 C7 43 2E 37 5C 25 92 43
20 AF BA AF EE 71 12 (O F@ E@ 7B FD 5F 7E 46 6B




Generic countermeasure against 20FA Kys

Algorithm 3 Second Order Resistant CRT-RSA with lock

Inputs: CRT RSA private key and message C
Qutputs: BSA signature M or error detection

Steps 1-8 are the same as in Algorithm 1

9. If C"1==C then If computed and expected
Erase M verfication values are not equal
erase the signature
10. RES:=M Re-write the signature i a new
variable RES
11. if C'==C then Execute venification once agam
Erase RES and erase a new varnable if
verification fails
12. return RES Retum a value of a new vanable

Are 30FA feasible?

E. Dottax, C. Giraud, M.
Rivan, Y. Sierra, “On
Second-Order Fault
Analysis Resistance for
CRT-RSA
Implementations®,
WISTP’09

“Lock principle* —a check is
performed twice in a rapid
succession while inserting in
between a simple but vital
statement

This countermeasure

works so far

Two shots fired in a rapid
succession produce the
same type of errors



Final words

BB |

HEN
AERAR

ERERS

ali

ERR
AaREER

+
«d

= [~
zm 2
e

&

B EI
BN

- B
-

This rectangle has approximately size 80x270 pum, while the spot which gives instruction
skipping i1s about 80x40 pm. The size of the chip is 4000x4000 pm. so the vulnerable spot takes
0.135 % of the SoC. The laser aperture was about 35x35 pm. It was focused. so it is impossible to
understand the actual size of the laser spot. Taking into the account all sizes it is possible to
understand. why it was difficult to find this position.
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Shooting through metal: UV Kys

SRAM was scanned with
uv

Aperture 100%

Energy from 5% to 100%

/

P
. ;-—.,___:“--,_
with step 0.2 e
T—
BLOC N
ANALOGIQUE NS
IEAS  SVINEAAE A NAIA IE:::I o -!e“x\.\\\\\\:‘
1L VMR
250 F : :
g
0X00—->0000 0000 et 0X80—>1000 0000 200 :
-
OXFF=> 1111 1111 et OXBF=>1011 1111 - 150 +
|70}
OXFF=> 1111 1111 et OX7F>0111 1111 = 100 | -
2 [ W
0 . ‘ MMMM!Q:MF . .
0 50 100 150 200 250




Shooting through metal: IR Kys

Scanning SRAM with IR laser
Aperture 20x20%
Energy 10%

250 f

200 ¢

150

LSB

100 t

50 ¢t

0 50 100 150 200 250
MSB




Shooting through metal: green Kys

SRAM scan with a
green wavelength

250 f Aperture 20x20%
En 109
s | ergy 10%
150 |
28]
A
100 |
50 |
0

0 50 100 150 200 250
MSB




Laser effect on IC ﬁ

Drai? Gnd)




B B 1 0 B R ] B ] B R B S . 1. 1.1

FE2 7 5 0 O I Y 1111 111

] 5 B 1 O A © I {1

] 3 ) ) —TT -1

N N N N A I I I

L . I T A

? [N N N N Y N D Y I L
A=

T T T TN T rrvnrupua | Parameter | Possible Values

N [ N N O O I I location no control, loose control, or complete control

(NN NN N Y N YN N timing no control, loose control, or precise control

AN N N YN : number of bits single faulty bit, few faulty bits, or a

A N N N I I random number of faulty bits

fault type stuck-at fault, bit flip fault, random fault, or bit

==== = ===- - ==== set or reset fault (to be defined in Section 1.3)
EEEEEEEE EEEE probability (various possible values)

EEEEEEEEEEEEEEE duration destructive, permanent, or transient faults




First successful 20FA with a laser KYI

Signal from the probe, Pa. = SE_ms :
acting as an antanna ! | Laser shot
Hock mgnal | I AT { . Trigger signal
/\/’\ /'\ /\ /-\ /\//\ g . | from the chip .
*—W
The clock for the if ) ' Trigger signal from
| instruction L 7 I the synchro-board
Trigger signal { |
WA Mp computation  Redundant computation

for the constant trigger

i i
—EE = R s




Example 20FA on protected CRT-RSA

Correct values

Faulty encryptions

51 68
D9 A5
F6 36
BA B7

12 9D
51 3A
53 F6
12 3B

3A 7A
41 41
6B FF
76 12

o1

cc
a0
F4
FF

Fe

35

42

F7

54
28

86
ec
78
EG

AS
FA

6B

10
5E
4B

B7
DD
35

29
7C
DE
74

FE

15
ED

38
5D
39
AA

A7
97
30
9A

17
17
3B
5A

%0
3D
AD
18

2E
A9
45
4B

AD
a7
SF
18

71
a7
7C
EQ

De
63
17
20

S5A
10
28
62

E8

E@
23

06
74
7B
8D

BB

89
a7

83
AC
64
B6

6F
a4
F2
eD

2D
65
a7
e7

a4
FA
[er]
A8

35
a3

18

Al

E8
3C

c2
EE
3F
ES

4D

DF
4E

18
31
0B
1E

87
Fo
EC
2B

7E
97
FF
7A

BA
A7
84
2E

Fo
97
EE
72

50

18
F8

o1
2E
17
3D

67

DB

7D

8F

E1l

Bo

Fo

81
79

Cc'1 =
4B E2
DD 8D
64 1D
21 oF

c'2 =
11 5A
A6 FA
EC 93
AE EF

c'3 =
3F 79
AD 7@
35 9D
78 85

61

ED
o]

AD
B3
B8

3F
AA
52

1E
B6
50

cc
A8
73
84

2C
87
61
A9

9F

a2
AB

3E
2B
1A
3C

A5
TA
E7
E6

B7
ED]
1F
91

64
35

AC
E4
56
A4

70
68
o4
en

B2
2C
11
84

78
c6
6D

25
AD
87
8A

CE
E7

29
16
3F
54

62
84
FA
95

93
63
8B

71
75
55
EA

2A
62
CF
DD

1B
80
7E
51

7C
AA
FA
B6

a1
2C
6D
08

8E
84
78
71

D6
AC
7C
c2

5F
33
72
57

6l
F6
80
D2

64
18
D
92

8E
64
Ad

46
B9

Ag
70
75
9E

8C

40
B4

Fo
3F
8D

BB
B1
14
25

BD
21
FF
F2

7F
6F
75
18

66
6A
83
34

8D
22
56
1B

FF
97

66
02
F7
76
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