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Digital TestingDigital Testing

• Complex Digital Circuits

• Design for Testability

• Scan-chains



Security IssuesSecurity Issues

4August, 2010. 

• Cryptographic circuits

• Scan-chain based attacks
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• 3 types:

• Exhaustive
• Deterministic
• Pseudorandom

• BIST Overhead
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• Pseudorandom Test Patterns

• Efficient Implementation

• Random Pattern Testability
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• Digit Serial Multiplier over GF(2m)

PBCA mod=
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• Complete BIST Infrastructure

• Minimized hardware overhead
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• CTRL0=1 and CTRL1=0

• Basic building blocks
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• NIST  test

• Multiplier based TPG vs. LFSR 

• Practical fault simulation 
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• CUT responses compactor

• Aliasing probability
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Signature AnalyzerSignature Analyzer
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• Multiple In Shift Register

• Aliasing probability 2-m
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• Good random pattern testability properties

• N=43 patterns for 99% of Fault Coverage

• Simulation: N=52 patterns for 99% FC
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Design Area 
(GE)

Overhead

Original Multiplier 4473 -

Proposed Multiplier 4488 0.33%

• GF(2163)

• UMC 0.13μm

• Additional overhead
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• Efficient BIST solution

• Security

• Minimized hardware overhead

• Applications
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Thank you!Thank you!
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