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Relatore
Note di presentazione
To minimize the overhead cost of the fault detection AES structure, we present a lightweight concurrent fault detection scheme for the composite field realization of the S-box using normal basis.
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Introduction

 The Advanced Encryption Standard (AES) is the current
NIST standard used for secure communications

e Faults in the AES
— Natural faults
— Malicious faults injected by attackers

« Effective fault detection schemes
— Acceptable error coverage
— Low overhead in terms of area and delay
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Relatore
Note di presentazione
The AES was approved by NIST in 2001 [1] and is currently replaced the previous Data Encryption Standard in many applications.
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Relatore
Note di presentazione
In encryption, the AES accepts a 128-bit plaintext and a key as the inputs, where the key size can be selected as 128, 192 or 256 bits. In the AES-128, which is hereafter referred to as AES, the ciphertext is generated after 10 rounds, where each encryption round (except for the final round) consists of four transformations [1].



Among the four transformations in the encryption of the AES, only the S-box operation is non-linear.




S-box

e The nonlinear and most complex transformation among
those in the encryption of the AES is the S-boxes.

* The S-box consists of multiplicative inversion and affine
transformation.

« Most commonly are implemented using look-up tables
and composite fields in hardware.
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Relatore
Note di presentazione
The S-box is a nonlinear operation which takes an 8-bit input and generates an 8-bit output. In the S-box, the irreducible polynomial of P(x) = x^8 + x^4 + X^3 + x + 1 is used to construct the binary field GF(2^8).


S-box In Hardware

— Look-up Tables (LUTS)

« Not preferred for high performance applications

— Because of high area and the fact that unbreakable delay
of the LUTs cannot be pipelined

— Composite Fields
e Low area, can be sub-pipelined
« Most commonly are based on polynomial, normal, and
mixed bases
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Relatore
Note di presentazione
There exist some other fault detection schemes that are suitable for a specific implementation of the S-box, see for example [3] and [8]. The fault detection approach presented in [3] is based on the table look-up S-boxes which may not be preferable for high performance implementations.


S-box Using Composite Fields
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Relatore
Note di presentazione
As seen in this figure, the transformation matrix changes an element in polynomial basis to the composite field.

Moreover, the last part is obtained by mixing the inverse and affine transformation matrices. The remaining is for the multiplicative inversion, where, the hardware realization of equation (2) has been depicted. In this figure, the modulo-2 additions, consisting of 4 XOR gates, are shown by two concentric circles with a plus inside. Furthermore, the multiplications in GF(2^4) are shown by rectangles with crosses inside.
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Relatore
Note di presentazione
We have divided the S-box into 5 blocks similar to what is done in [8]. This

results in low overhead parity predictions while maintaining the fault detection

required for the security-constrained environments.


Proposed Fault Detection Scheme
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S-box in mixed basis structure

-The operations are divided into 3 blocks.
-5 predicted parities (error flags) are obtained for the entire operations.
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Fault Detection Scheme (cont.)

The predicted parity is obtained as the function of the inputs

Predicted parity (Py (X))
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Relatore
Note di presentazione
In the parity-based fault detection scheme of a block of logic gates, the parity of the block is predicted and it is compared to the actual parity. The result of this comparison is the error indication flag of the corresponding block. This

method has been utilized in the literature to develop a fault detection scheme for different applications, see for example [3], [13], [14], [15].




Parity Predictions

Theorem: The parity predictions for the 3 blocks of the S-
box using mixed basis in the presented fault detection
scheme are as follows:
P = zg(x7 + x5 + 70) + 2573 + 24(Z7 + Z1 + x2)
+ zo(x5 + x3) + 121 + (27 V T4) + (75 V 71),
Py = 26(Z4 + 1 + x0) + 2426 + T327 + T Z2+
(z7 V x5) + (2 V 71),

P3 = (v371 V 72) + 137270,

Py = 03(Z4 + Z3 + w6) + 02(Zs + 24) + 61(Z6
+ z6) + 00(Z5 + Za + x2),
Ps = 03(Zs + Zs) + 0o(Zy + w0) + 01(Zg + Zs) +
6o(Zs + =7 + 1),
where Z1 = x3 + 10, Lo = x5 + 11, 43 = L9 + /1,

Zy =x7+ x0, ity = T+ T3, Lg = L1+ x5, L =
Te+ 11, Ls = L7+ 10, and Lo = L5+ Zo.
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Parity Predictions (Other Variants) Wff

Based on the reliability requirements and available resources,
one may use different number of predicted patrities, e.g.,
merging the ones for the first and last blocks:

Piio = n7(n3 + m1) + ne(n2 + 10) + N5n3 + Nama+
M7 + N4 + M3 + No,

Pyis = 03(ne + 15 + 13 + 12 + 1) + O (17 + 6+
?}‘4+T}3+?}0) +91(T}7+?}5+??3+?}*1+?}'0)+

Oo(ne +ma + m2 +m1).
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Error Simulations

Error Model;

In this paper, we use stuck-at error model. The objective in using this model is to
cover the malicious and natural errors caused by bit flips.

oIn fault attacks, single error injection is the ideal case for gaining the maximum
information. Nevertheless, due to technological constraints, a more realistic error
model is to inject multiple errors.

Our Scheme:

*Single stuck-at errors happening at the output of each S-box block are covered
100% in the proposed scheme.

*We have used LSFRs for multiple random error injections.

*After injecting 200,000 multiple errors, the error coverage of close to 100% is
obtained.
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Performance Comparison on ASIC WeE‘s

e We have used the STM 65-nm CMQOS standard
technology.

 VHDL has been used as the design entry for different
fault diagnosis approaches.

 The Synopsys Design Compiler has been utilized for
specifying the constraints and performing the synthesis.
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Relatore
Note di presentazione
All the schemes are implemented on the Xilinx Virtex-E and Virtex-II Pro

FPGAs [18] and are compared with the one presented in this paper. For the implementations,

VHDL has been used as the design-entry language for the Xilinx

ISE version 9.1i. Furthermore, the synthesis is performed using XST.


Performance Comparison on ASIC

Scheme Area Frequency Throughput | Efficiency EC
(um®) | Overhead | (MHz) | Overhead (Gbps) (f—jf;)
Redundancy [9], 52.3x10° 100% 813 107% 6.5 0.12 100%
[15] GE: 26.1x10°
Parity-based 29.5x10°
scheme in [14] GE: 14.7x10? 13% 1,620 4% 12.9 0.44 50%
(256 x 9LUT) (SubBytes)
Parity-based 57.1x10°
scheme in [11] GE: 28.5x10? 119% 1,470 15% 11.7 0.20 50%
(512 x 9LUT)
Multiplication 876
approach in [13] GE: 421 25% 532 22% 43 4.91 75%
(excluding affine)
Parity-based 958
scheme in [21] GE: 461 37% 555 17% 44 4.63 97%
(polynomial basis)
Parity-based 996
proposed scheme GE: 479 33% 625 16% 5.0 5.02 97%
(mixed bases)

GE: Gate equivalent in terms of 2-input NAND gates. ) ) ,
[13] M. Karpovsky, K. J. Kulikowski, and A. Taubin,

“Differential Fault Analysis Attack Resistant Ar-
chitectures for the Advanced Encryption Stan-

[9] R. Karri, K. Wu, P. Mishra, and K. Yongkook, dard,” In Proc. of CARDIS "04, vol. 153, pp. 177-
“Fault-based Side-Channel Cryptanalysis Toler- 192, Aug. 2004.
ant Rijndael Symmetric Block Cipher Architec- . [21] M. Mozaffari Kermani and A. Reyhani-Masoleh,
ture.” In Proc. of DFT *01, pp. 418-426, 2001. [14] K. Wu, R. Karri, G. Kuznetsov, and M. Goes- “A Low-Power High-Performance Concurrent
sel, “Low Cost Com:u_rrenl Error Detection for Fault Detection Approach for the Composite
the Advanced Encryption Standard,” Proc. Int’l Field S-box and Inverse S-box,” To appear in
[11] G. Bertoni, L. Breveglieri, I. Koren, P. Maistri, Test Conf. 04, pp. 1242-1248, Oct. 2004. IEEE Trans. Computers, preprint.
and V. Piuri, “Error Analysis and Detection Pro- [15] C.H. Yen and B. F. Wy, “Simple Error Detection

cedures for a Hardware Implementation of the
Advanced Encryption Standard,” IEEE Trans.
Computers, vol. 52, no. 4, pp. 492-505, 2003.

Methods for Hardware Implementation of Ad-
vanced Encryption Standard,” IEEE Trans. Com-
puters, vol. 55, no. 6, pp. 720-731, June 2006.
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Conclusions

 We have presented a lightweight concurrent fault detection scheme for the
composite field realization of SubBytes using mixed basis.

 The presented fault detection scheme has low area cost and negligible
degradation in the frequency (reaching the efficiency of 5020 Gbps/mm?
while maintaining the throughput of 5 Gbps).

The presented scheme has the error coverage of close to 100% for the
entire SubBytes, suitable for secure environments.

The presented scheme is also applicable for the inverse S-box and the
merged structures.
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Relatore
Note di presentazione
We have exhaustively searched for the least complex S-box as well as its fault detection circuit and have presented closed formulations for the parity predictions of each block of the S-box. 



We have implemented a number of proposed S-boxes and their fault detection schemes from the literature on FPGAs

and compared them with the one presented here. 



Our FPGA implementations using area optimized syntheses show that the S-box using normal basis is more

compact than the one using polynomial basis. Moreover, the cost of the FPGA

implementation of the presented fault detection scheme is 25.8% slice overhead

with negligible timing delay. 



It is noted that similar parity-based fault detection scheme can be obtained for the inverse S-box in the AES decryption.


Thank you!
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