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An example of Fault Attack
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• Detection:
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• Detection:

• Drawbacks:

• Attacks during comparison

• Different paths to manage
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AlgorithmAlgorithm

Countermeasures

• Infective:

• Comparison with Detection:

+ No comparison

+ Single path

−−−− Could be much slower
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Infective Countermeasures History

• Asymmetric:

• [Yen, Kim, Lim, Moon] 2001 � [Yen, Kim, Moon] 2004

• [Blömer, Otto, Seifert] 2003 � [Qin, Li, Kong] 2008

• [Ciet, Joye] 2005 � [Berzati, Canovas, Goubin] 2008

• [Schmidt et al.] 2010 � [Feix, Venelli] 2013

• Symmetric:

• [Lomné, Roche, Thillard] 2012

• [Gierlichs, Schmidt, Tunstall] 2012
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FDTC 2012 CM Analysis
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FDTC 2012 CM Analysis
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Simulations
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LatinCrypt 2012 Countermeasure
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LatinCrypt 2012 Countermeasure
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First Infective Mechanism
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First Infective Mechanism
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On the Use of Dummy Rounds
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Second Infective Mechanism
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Second Infective Mechanism
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A Useful Remark
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First Infection Analysis
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Second Infection Analysis
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First + Second Infection
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Analysis
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Attack Procedure
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Simulations
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Conclusion

• The two existing symmetric infective countermeasures 

are flawed

• Easy to patch but a framework is missing to formally 

prove countermeasures’ security

• After 10 years of research in infective countermeasures, 

no original proposal has survived…

Do infective countermeasures have a future?
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Any 

Questions?


