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o Attacks

« Instruction execution procedure
« Arithmetical, branch and memory instructions
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Instruction Set Attacks

« Single clock glitch
« Fetch stage
« Decode stage
 EXecute stage

 Investigated instruction

* Inline assembly

*  Surrounded by
nop instruction
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Investigated Instructions

Instruction Class ATxmega256 Cortex-MO
Arithmetical add Rd,Rn adds Rd, Rn
mul Rd, Rn muls Rd, Rn
1sls Rd, #imm
Memory 1d R4, X l1dr Rd, [Rn]
st X,Rn str Rd, [Rn]
Branch breq label beq label
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Results

Cortex-MO
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* Fetch stage
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* Instruction not executed
 Instructions executed twice
* Program flow modification
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Results: Arithmetical Instructions

Cortex-MO
adds, muls, 1lsls

* Fetch stage
- Buffer not updated

* EXecute stage

* Wrong results
- adds, muls

 Result setto zero
- 1sls

ATxmega256
add, mul

Fetch stage
- Buffer not updated

Execute stage
* Wrong results
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Results: Memory Instructions

Cortex-MO ATxmega256
ldr, str 1d, st
* Fetch stage * Fetch stage

 Rdsettozero > ldr
 Memory set to zero - str

- Buffer not updated

* EXecute stage * EXxecute stage
* Not executed « Wrong results in Rd -2 1d
« Address in Rd = 1dr * Rdsettozero-> 1d
« Address in Memory = str « Wrong results in memory
- str
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Results: Branch Instructions

Cortex-MO ATxmega256
beq breq
* Fetch stage * Fetch stage
- Buffer not updated - Buffer not updated
* Execute stage * EXecute stage
* No effects * No effects

. Thomas Korak, Michael Hofler

26



Institute for Applied Information Processing and Communications (IAIK)

IAIK T

Grazm

°  Summary

Results
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Results
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Conclusion

Reliable and constant fault injection on both

microcontrollers possible

 Fetch Stage
- Execute Stage

Instruction dependent effects

* Increase efficiency by combining clock glitches
with underpowering

Basis for developing countermeasures

Which instructions are vulnerable
«  How can instructions be modified
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