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Fault Attack

@ Fault models to model the strength of adversary
@ Bit flip Fault Model : Affects a bit of the intermediate result
@ Constant Byte Fault Model : Requires control over fault value and
position
©® Random Byte Fault Model : No control over fault value and position
@ Attacks that require both the correct and faulty ciphertext are known
as differential fault attacks
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Introduction

@ SIMON and SPECK : Family of lightweight block ciphers
@ Proposed by the National Security Agency(NSA) in 2013
© No fault attack reported so far

@ Fault models used in the attacks: Bit flip and Random byte fault
model
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Fault Attack on SIMON
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Round Function of SIMON cipher
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Round Function of SIMON cipher
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Round Function of SIMON cipher

J f(xi-l) D
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Round Function of SIMON cipher

(< y) =@ tef(x ekt x Y, ie{l,... T}
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Function f: Source of Information Leakage

= [ (S & SBxY) @ S

@ S'x: Circular left shift of x by i bits
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Function f: Source of Information Leakage

= [ (S & SBxY) @ S

@ S'x: Circular left shift of x by i bits

© AND operation: A faulty bit in the input leaks information about the
non-faulty bit.
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Equation of the Last Round Key
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Equation of the Last Round Key

kT-1
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Equation of the Last Round Key

Known

(x",yT): Ciphertext
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Equation of the Last Round Key
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Equation of the Last Round Key

Known ’ yT'1

Known
- s
g !
Known Known
XT — nyl o f(XTfl) @ kal

T-1 T T-1
=y “aef(y')ek
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Equation of the Last Round Key

Known x™1 yT'1

oxT =y T g T Yak™! = yTlaf ek !

T-1 T-1 T T
ok = o f @ x
FDTC 2014 (South Korea, Busan IIT KHARAGPUR September 23, 2014 16 / 67




Fault Injection in the Target Round
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Fault Injection in the Target Round
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Determining Fault Position and Value

Using Correct Ciphertext:

KTty 1=y axT

\'

kT—l D XT—2 _ f(yT) @ x
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Determining Fault Position and Value

Using Correct Ciphertext:

kT 1 EB}/T 1 f(yT) XT

1
kT 1@XT 2 f:(yT) XT ( )
Using Faulty Ciphertext:
,T-1 EBy(T—l)* _ f(yT*) e xT" )
KT laoxT2ge— f(yT*) oxT
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Determining Fault Position and Value
Using Correct Ciphertext:

kT 1 EByT 1 f(yT) XT (1)
kT 1@XT 2 f:(yT) XT

Using Faulty Ciphertext:

,T-1 EBy(T—l)* _ f(yT*) e xT" 2
KT 1axT2qge= f(yT*) oxT"

Using (1) and (2):
e=x"oxT aof(yNaefy”)

Hence, we know the flipped bit(s) of x 72
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A Bit-Flip Fault Attack on SIMON

Fault flips
the jth bit

(i+1) % n
(i+2)%n }
(i+8)% n
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A Bit-Flip Fault Attack on SIMON
Fault flips
the jth bit h

(i+1) % n
(i+2)%n }
(i+8)% n

(i+1) % n Affected
(i+2) % n } bit -

(i+8) % n positions

FDTC 2014 (South Korea, Busan) IIT KHARAGPUR September 23, 2014 21 / 67



A Bit-Flip Fault Attack on SIMON

Bit flip
(x™2)

[ *T *Tiwrlis6[iss[iva i3 [iv2 [i*a [ i [ia [ * T *

S1(x(™2%)
[ T#7 [#6 [#5 [ i+a [ 5+3 [ i*2 | i*2 [ 2 [ 2 [ ® [ ® |
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A Bit-Flip Fault Attack on SIMON

Bit flip
(x™2)

[ *T *Tiwrlis6[iss[iva i3 [iv2 [i*a [ i [ia [ * T *

sl(x(T-2)*)

[ '|i+|7|i+6|i+5|i+4|i+3|i+2|i+|1*i‘l|i-2|' [~ 1

& & &
S8(x(T-2)*
( i | |
[ a2 [i3[ia[is[i6[i7 [i8[i0]® [® ]
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A Bit-Flip Fault Attack on SIMON

Bit flip
(x™2)

[ *T *Tiwrlis6[iss[iva i3 [iv2 [i*a [ i [ia [ * T *

sl(x(T-Z)*)

[ |i+|7|i+6|i+5|i+4|i+3|i+2|i+|1*i-l|i-2|' 1
58(xﬂ-2)*)& & &

[ i [i2[i3[ia[is[i6 [z [i8[i0]® [® ]

i i
[ ®Tj+6 [ i+ [ j+a [ j+3 [ j+2 | j*1 EEEAEEEEE
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A Bit-Flip Fault Attack on SIMON

Bit flip
(x™2)

[ *T *Tiwrlise[iss[iva i3 [iv2 [i*a [ i [ia [ * T

sl(x(T-Z)*)
[ |i+|7|i+6|i+5|i+4|i+3|i+2|i+|1*i-l|i-2|' [T
) & & &
[ i [i2[i3[ia[is[i6 [z [i8[i0]® [® ]
®

SZ(X(T-Z)*)
[ *[ise[iss [ixa [ i3 [ix2 [ixa

i1 [i2 [ i3]

y"
[ ® i+7 [ i+6 [ j+5 [ j+a [ j+3
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A Bit-Flip Fault Attack on SIMON

T2
casel.x(J %0 = =0

yTJ-H (x; T=2& XJ 72%1) @ Remaining Terms

yT 1= ((x T2a1)& X(J 7)‘y ) & Remaining Terms

T-2 T-2 T-2 T T

Xj XJ o1 X(] 7)%n (y Dy )(j—l—l)%n
0 1 0 0
1 0 0 0

Table: Secret Value X(J 7)/ obtained from (y™ &y ) (j11)%n
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A Bit-Flip Fault Attack on SIMON

L T=2
case 2 : X(i—1Y%n =

yT = (JT 2 & x wan)@RemainingTerms

yT = ((x; o1& X(J 7)0/ ) @& Remaining Terms

T—2] T-2 T—2 T T

X; x; @1 X(i—7)%n (" ®y" )G+1)%n
0 1 1 1
1 0 1 1

Table: Secret Value X(J 7)/ obtained from (y™ &y ) (j11)%n
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A Bit-Flip Fault Attack on SIMON

T-1_  T-1 T T
kiz =y ®fy )1 x4
T-1_  T-1 T T
ki =Yz @F(y )js7 & x4

Using a single bit-flip, we can retrieve two bits of last round key.
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Simulation Results

n bits KkT—1 Avg. No. of Faulty Encryptions
16 Oxfa 0x24 25
24 0x26 0x53 Oxaf 43
32 0x87 0x46 0x09 Oxla 62
48 0x22 Ox4d 0xe9 Oxcf 0x51 Oxdd 104
64 0x19 0x26 Ox5a 0xc7 Ox4f 0xf2 0x90 0x01 150

Table: Bit-flip Fault Attack on SIMON Assuming no Control Over the Fault
Position
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A Random-Byte Fault Attack on SIMON: Case 1

Bit flip Bit flip
(x™2)

[*TTiTimmTi2Ti3TielisTi6 [z i8] T 1

S1(x(™2)%)

|'Hi-l|J'-2|i-3|i-4|i-5|i-|6*i-3|i-9|' 1
1

1

1

& & &
8(y(T-2)* 1
S | |
[ i8 | i-9 |1'-10|1'-11|1'-12|i-|13|i-14|i-15|i-16| e [ ]
®

sZ(x(T-Z)*)
[ *TinTi2 i3 Tia[is5 36

y©
[ * i [ini2[i3]ia
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A Random-Byte Fault Attack on SIMON: Case 1

yT =0 2 &x J 72 o) & Remaining Terms
YT = (( 2p1) & (x J 1o © 1)) ® Remaining Terms
ij_2 XJ-T_2 &1 XJ_%%,, XUT-__72)%,, &1 (v @y )%
0 1 1 0 0
1 0 0 1 0
0 1 0 1 1
1 0 1 0 1

Table: Relation between the Secret Values X(J)D/n and XU 2)%n
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A Random-Byte Fault Attack on SIMON: Case 2

(x™2) Vit ﬂip\Bit flip

[ *T *Tiwrlis6[iss[iva i3 [iv2 [i*a [ i [ia [ * T

sl(x(T-Z)*)
[ * |i+|7 [ 1+|s [iss [ixalis3 [ie2 | i+|1 [i2 ] [ ]
&

S8(x(2)") &

i2]i3[ia]is]i6

SZ(X(T-Z)*)
[ *[ise[iss [isa [ i3 [ix2 [ixa

y©
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A Random-Byte Fault Attack on SIMON: Case 2

v =(x JT 2& X(JT 720/,,) ® Remaining Terms

y' = ((x "ol X(J 7)0/,,) @ 1 ® RemainingTerms

XjT_2 XjT_z ®1 X(}- 72)%,, (" ey ) t1)%n
0 1 0 1
1 0 0 1
0 1 1 0
1 0 1 0

Table: Secret Value x(] 7)‘y obtained from (y” &y T )(j11)%n
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Attack Complexity
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Attack Complexity

@ If the least and most significant bits of the byte fault having
Hamming weight z are 1, then 2z — 2 key bits are retrieved. There
are 64 such faults.
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Attack Complexity

@ If the least and most significant bits of the byte fault having
Hamming weight z are 1, then 2z — 2 key bits are retrieved. There
are 64 such faults.

@ Otherwise a byte fault of Hamming weight z in x retrieves 2z bits
of the last round key k7 ~1. The number of possible byte faults

having Hamming weight z is (3)

T-2
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Attack Complexity

@ If the least and most significant bits of the byte fault having
Hamming weight z are 1, then 2z — 2 key bits are retrieved. There
are 64 such faults.

@ Otherwise a byte fault of Hamming weight z in x retrieves 2z bits
of the last round key k7 ~1. The number of possible byte faults
having Hamming weight z is (3)

@ Therefore, the expected number of key bits that can be retrieved by a
random byte fault is:

T-2
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Attack Complexity

@ If the least and most significant bits of the byte fault having
Hamming weight z are 1, then 2z — 2 key bits are retrieved. There
are 64 such faults.

@ Otherwise a byte fault of Hamming weight z in x” 2 retrieves 2z bits
of the last round key k7 ~1. The number of possible byte faults
having Hamming weight z is (3)

@ Therefore, the expected number of key bits that can be retrieved by a
random byte fault is:

B (S () )

@ Hence (n/8) byte faults required to recover n bit secret key
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Simulation Results

n bits KkT—1 Avg. No. of Faulty Encryptions
16 Oxfa 0x24 6
24 0x26 0x53 Oxaf 9
32 0x87 0x46 0x09 Oxla 13
48 0x22 Ox4d 0xe9 Oxcf 0x51 Oxdd 21
64 0x19 0x26 Ox5a 0xc7 Ox4f 0xf2 0x90 0x01 30

Table: Random Byte Fault Attack on SIMON Assuming no Control Over the
Fault Position
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Fault Attack on SPECK
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Round Function of SPECK cipher

D
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Round Function of SPECK cipher
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Round Function of SPECK cipher
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Round Function of SPECK cipher

w4

xi+1
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Round Function of SPECK cipher

SPy: Circular left shift of y by 3 bits
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Round Function of SPECK cipher

E Gs

(x*1, i) = (579 + y') @ ki1, SByl @ xi*1) i e {0,..., T — 1}
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Equation of Last Round Key

xT 1 yT-l
CP
1
€
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Equation of Last Round Key

xT 1 yT-1
CP
1
€

(xT,yT): Correct Ciphertext
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Equation of Last Round Key

yT=xT e sy T)

T Known
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Equation of Last Round Key

Known

kT — (S—aXT—l + S—B(yT @XT)) @XT

FDTC 2014 (South Korea, Busan)

=] 5
IIT KHARAGPUR



Equation of Last Round Key

T _ T-1

Jta

T Known

e(yTox")jog)ox
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Fault Injection in the Target Round

Faulte

xT-1 \-

(xT",y™"): Faulty Ciphertext
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Determining Fault Position and Value

Using Correct Ciphertext:

y =57 T ex")
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Determining Fault Position and Value

Using Correct Ciphertext:
y =57 T ex") (3)
Using Faulty Ciphertext:

I =507 ex™)
YT Vge=5F4Tax™)
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Determining Fault Position and Value

Using Correct Ciphertext:
yt=57yTex") (3)
Using Faulty Ciphertext:
y(T=D" = 58, T g xT)
YT Dge=5b84T oxT)
Using (3) and (4):
e=SPyToy ox"Tox™)
Hence, we know the flipped bit(s) of y ™!
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First Bit-Flip Fault Attack on SPECK

Bit flip
(y™)
[ T eTiwaliaiwiva] i [ir[i2 (i30T * T ]
(y™27)
[eT eTialms [is2 [jva I 52 [ 2 [ i3 [ ;A ] ® [ ® |
s-7(xT-1) +

[ e ® [i+aa]j+20] j+o [ j*8 [ j+7 [ j+6 [ i*5 | j*4 [ j#3 |

(x™)

[*[ * [l [m it [z [ ][] [° ]
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A Bit-Flip Fault Attack on SPECK

Bit flip
(y™)
[ T eTiwaliaiwiva] i [ir[i2 (i30T * T ]

¢;,, Flipped

(™)
[*] - |j+4|j+3|j+2|j+&j—1|j—2|j-3|j-4|

s-7(xT-1) +

[ e ® [i+aa]j+20] j+o [ j*8 [ j+7 [ j+6 [ i*5 [ j*4 [ j*3]

(x™)

[T eTralws 2 e 2 [ 2 [ [ 4] [°
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A Bit-Flip Fault Attack on SPECK

y™)

Bit flip

[ T eTisaiwa]irafixa] i [inTia[i3[ia]

(™)

Flipped carry bits

[ =] '|j+4|j+3|j+2|j+&j—1|j—2|j-3|j-4|

s-7(xT-1)

+

[ e ® [i+aa]j+20] j+o [ j*8 [ j+7 [ j+6 [ i*5 | j*4 [ j#3 |

(x™)

[ o T * Tia[is Dol it [ 2 [ 53 [ 4 |
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A Bit-Flip Fault Attack on SPECK

Bit flip

(y™)
[T eTimalwaliwe[ima [ j [ia[i2 i3]0 [* ]
(y™or) Flipped carry bits
. a3 [ je2 [ j41 a2 i3 ia]® [ ]
S-7(XT-1) +

[ ¢ T ® [i+aa]j+20] j+o [ j+8 [ j+7 [ j+6 [ i*5 | j*4 [ j#3 |

(x™)

e s e T i1 [z [is [ |
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A Bit-Flip Fault Attack on SPECK

case 1 : Xjpoq = ¢

FDTC 2014 (South Korea, Busan)
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Xj+a 0 0

Yj 0|1
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Table: Determining value of Xxj;q
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A Bit-Flip Fault Attack on SPECK

case 1 : Xjpoq = ¢

FDTC 2014 (South Korea, Busan)
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Xjta

Yj 1

G+ Xjta + Y 10 | 11

Table: Determining value of Xxj;q
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A Bit-Flip Fault Attack on SPECK

case 1 : Xjpoq = ¢

o 0 0 1
Xj+a 0 0 1

Yj 0 1 0 1

G+ Xjya+y [ 00|01 |10 |11

FDTC 2014 (South Korea, Busan)
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A Bit-Flip Fault Attack on SPECK

case 2 : Xjpq # G
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A Bit-Flip Fault Attack on SPECK

case 2 : Xjpq # G
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A Bit-Flip Fault Attack on SPECK

case 2 : Xjpq # G

G 1 11010
Xj+a 0 0 1 1

Yj 01101

¢ +Xjya+y | 01|10 | 01|10

FDTC 2014 (South Korea, Busan)

Table: Determining value of Xxj;q

IIT KHARAGPUR



A Bit-Flip Fault Attack on SPECK

Bit flip

(y™)
[T eTimalwaliwe[ima [ j [ia[i2 i3]0 [* ]
(y™or) Flipped carry bits
. a3 [ je2 [ j41 a2 i3 ia]® [ ]
S-7(XT-1) +

[ ¢ T ® [i+aa]j+20] j+o [ j+8 [ j+7 [ j+6 [ i*5 | j*4 [ j#3 |

(x™)

e s e T i1 [z [is [ |

FDTC 2014 (South Korea, Busan)

IIT KHARAGPUR

September 23, 2014

60 / 67



A Bit-Flip Fault Attack on SPECK

Bit flip

(y™)
[T eTimalwaliwe[ima [ j [ia[i2 i3]0 [* ]
(y™or) Flipped carry bits
. i*a | j#3 | j+2 i [z isia] e T ]
s-7(xT-1) +

[ ¢ T ® [i+aa]j+20] j+o [ j+8 [ j+7 [ j+6 [ i*5 | j*4 [ j#3 |

(x™)

_ e [ [z [is[ia]
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Attack Complexity
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Attack Complexity

@ The probability of obtaining / more bits of x” ~! is equal to the

probability of / carry bits getting flipped due to a single bit flip in
T-1
y'T
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Attack Complexity

@ The probability of obtaining / more bits of x” 1 is equal to the
probability of / carry bits getting flipped due to a single bit flip in
yT-1,

e For /™ carry bit to be flipped all the lower (/ — 1) carry bits should
also be flipped. The probability of this event is 1/2.

/th
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Attack Complexity

o The probability of obtaining / more bits of x” ! is equal to the
probability of / carry bits getting flipped due to a single bit flip in
yT-1,

e For /™ carry bit to be flipped all the lower (/ — 1) carry bits should
also be flipped. The probability of this event is 1/2.

/th

@ Therefore the expected number of bits of last round key that can be
retrieved using a single bit-flip is:

/ /
1
1+Zt*Pr[t]:1+Zt*§%3
t=1 t=1
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Attack Complexity

o The probability of obtaining / more bits of x” ! is equal to the
probability of / carry bits getting flipped due to a single bit flip in
yT-1,

e For /™ carry bit to be flipped all the lower (/ — 1) carry bits should
also be flipped. The probability of this event is 1/2.

/th

@ Therefore the expected number of bits of last round key that can be
retrieved using a single bit-flip is:

/ /
1
1+Zt*Pr[t]:1+Zt*§%3
t=1 t=1

@ Hence the number of bit faults required to recover all the n bits of
last round key kT is (n/3).
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Simulation Results

n bits KkT—1 Avg. No. of Faulty Encryptions
16 Oxfa 0x24 18
24 0x26 0x53 Oxaf 25
32 0x87 0x46 0x09 Oxla 44
48 0x22 Ox4d 0xe9 Oxcf 0x51 Oxdd 85
64 0x19 0x26 Ox5a 0xc7 Ox4f 0xf2 0x90 0x01 114

Table: Bit-flip Fault Attack on SPECK Assuming no Control Over the Fault
Position
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Conclusion & Summary

© Fault Attack Susceptibility: Latest ciphers such as SIMON and
SPECK vulnerable to fault attacks.
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Conclusion & Summary

© Fault Attack Susceptibility: Latest ciphers such as SIMON and
SPECK vulnerable to fault attacks.

@ SIMON can be broken using (n/2) faults using a bit-flip fault model
and (n/8) faulty ciphertexts using a random byte fault model.

@ Using a bit-flip fault model, SPECK can be broken using (n/3) bit
faults.
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