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Introduction

Asymmetric Infections

1 [Yen, Kim, Lim, Moon] 2001⇒ [Yen, Kim, Moon] 2004
2 [Blömer, Otto, Seifert] 2003⇒ [Wagner] 2004
3 [Ciet, Joye] 2005⇒ [Berzati, Canovas, Goubin] 2008
4 [Schmidt et al.] 2010⇒ [Feix, Venelli] 2013

5 [Guilley, Rauzy] 2014⇒ This Work
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FDTC 14 Infective Countermeasure Description

Translation

Issue with formal analysis:

• Detective countermeasure ,
• Infective countermeasures /

Idea

1 Provide a security certificate for a detective algorithm
2 Translate detection to infection
3 Inherit the certificate.
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FDTC 14 Infective Countermeasure Description

Security Proof

Proposition 2

Each test-based countermeasure has a direct equivalent
infective countermeasure.

Proof
Transform:

if a != b mod m then return error

Into:
c* = a - b + 1 mod m

output Ŝ = Sc∗ ⇒ gcd(N,S − Ŝ) 6= p,q

• Aumüller detective⇒ Aumüller infective
• Vigilant detective⇒ Vigilant infective
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Fault Analysis

This Paper

Objection

The security proof is only valid vs ”classical” BellCore, i.e:

gcd(N,S − Sc∗)

However it may be insecure vs BellCore variants, i.e:

gcd(N,Sc∗ −mγ)
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Fault Analysis

Let’s try it!

September 11, 2015 Lost in Translation 12



Fault Analysis

Fault Model

We apply

• Randomizing fault
• Stuck-at-0 fault
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Fault Analysis

Detective Aumüller
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Fault Analysis

Translated Aumüller

: Attack 1

Random Fault
Message M = 1:

8 S̃p = ε

10 {
S̃ ≡ Sq = 1 mod q
S̃ ≡ S̃p = ε mod p

16 ∀c1 . . . c5

{
S̃c1...c5 ≡ 1c1...c5 ≡ 1 mod q
S̃c1...c5 ≡ εc1...c5 6≡ 1 mod p

⇒ gcd((S̃c1...c5 )− 1,N) = q

Available fault targets:

• Steps 6, 7, 8 or 9
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Fault Analysis

Translated Aumüller

: Attack 2

Stuck-at-0:

8 S̃p = 0

10 {
S̃ ≡ Sq = mq

dq mod q
S̃ ≡ S̃p = 0 mod p

16 ∀c1 . . . c5

{
S̃c1...c5 ≡ Sq

c1...c5 6≡ 0 mod q
S̃c1...c5 ≡ 0c1...c5 ≡ 0 mod p

⇒ gcd(S̃c1...c5 ,N) = p

Available fault targets:

• Steps 6, 7, 8 or 9
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Fault Analysis

Vigilant detective

September 11, 2015 Lost in Translation 17



Fault Analysis

Translated Vigilant

: Attack 1

Randomizing fault:

• M = 1

15 S̃′
p ← ε mod p′

21

{
S̃′ ≡ S′

q ≡ 1 mod q′

S̃′ ≡ S̃′
p 6≡ 1 mod p′

24 ∀cp, cq , cS

{
S̃ ≡ S̃′

q
cpcq cS ≡ 1cpcq cS ≡ 1 mod q′

S̃ ≡ S̃′
p

cpcq cS 6≡ 1 mod p′

⇒ gcd(S̃ − 1,N) = q

Available fault targets:

• Steps 5, 8, 11, 14, 15 or 18
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Fault Analysis

Translated Vigilant

: Attack 2

Stuck-at-0 fault:

15 S̃′
p ← 0 mod p′

21

{
S̃′ ≡ S′

q = mq
dq mod q′

S̃′ ≡ S̃′
p = 0 mod p′

24 ∀cp, cq , cS

{
S̃ ≡ S̃′

q
cpcq cS 6≡ 0 mod q′

S̃ ≡ S̃′
p

cpcq cS ≡ 0 mod p′

⇒ gcd(S̃,N) = p

The fault can be injected into:

• Step 5, 8, 11, 14, 15 or 18
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Conclusion

Conclusion

Warning The infective countermeasures of FDTC 2014 insecure.
Warning The security proof of translation method insecure.

• The translation does not solve the problem of security of an
infective countermeasure.
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Conclusion

Thanks
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