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© [Yen, Kim, Lim, Moon] 2001 =- [Yen, Kim, Moon] 2004
® [Blémer, Otto, Seifert] 2003 = [Wagner] 2004

® [Ciet, Joye] 2005 = [Berzati, Canovas, Goubin] 2008
@ [Schmidt et al.] 2010 = [Feix, Venelli] 2013
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@)oberthur Translation
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Issue with formal analysis:

« Detective countermeasure ©

« Infective countermeasures ®

Idea

© Provide a security certificate for a detective algorithm
® Translate detection to infection
® Inherit the certificate.
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Proposition 2

Each test-based countermeasure has a direct equivalent
infective countermeasure.

Proof
Transform:

if a I= b mod m then return error

Into:
c*=a-b+1modm
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Proposition 2
Each test-based countermeasure has a direct equivalent
infective countermeasure.
Proof
Transform:
if a = b mod m then return error

Into:
c*=a-b+1modm
output S = S° = gcd(N,S—S) £p.q

o Aumduller detective = Aumdiller infective
« Vigilant detective = Vigilant infective
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Fault Analysis

@)oberthur This Paper
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Objection

The security proof is only valid vs “classical” BellCore, i.e:
gcd(N, S — S°)
However it may be insecure vs BellCore variants, i.e:

gcd(N, S — m")

September 11, 2015 Lost in Translation 1"



September 11, 2015

Let’s try it!

Lost in Translation



ault Analysis

berth
@ berthur Fault Model

THE M COMPANY

Lemma 1. The effect of a skipping fault (i.e., fault on the
code) can be captured by considering only randomizin
and zeroing faults (i.c., fault on the data)

. A : . Proof. Indeed, if the skipped instructions are part of an
Definition 1 (Fault injection). During the execution of roof I the skipp P
al (hm, the attacker can: atithmetic operation:
ana gc‘;‘j,f T value by seting it to cith « cither the computation has not been done at all and
° .m ld A l{ﬂ‘ell]-‘lE (:d‘e L ls]emn It ‘? e",er the value in memory where the result is supposed
‘”"IL'";"”[" (; an "’:“’”ﬂ};f”" 1) ot zer (zeroing to be stays zero (if initialized) or random (if not).
Jaul1); sueh a fault can be either permanent (e.g., in « or the computation has partly been done and the
memory) or fransient (e.g., in a register or a bus); , . T .
X . ) value written in memory as its result is thus pseudo-
» skip any number of consecutive instructions (skip- randomized (and considered random at our model-
ping faulr). ing level).
If the skipped instruction is a branching instruction, then
it is equivalent to do a zeroing fault on the result of
the branching condition to make it false and thus avoid
branching. [}

We apply

» Randomizing fault
o Stuck-at-0 fault
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Algorithm 7: CRT-RSA with Aumiiller e al.’s countermeasure® [22]
Input : Message M, key (p, q.d,. dy.i,)
OQutput: Signature M* mod N, or error

-

Choose a small random integer .

1 =p-r

¢=q-r

4ifp #0 modpoer g #0 modg then return error
5] = My med #0') mod p/

6 S =M med @) mod gf

e

n

7 8,=8, modp

8 8, =5, modg

9 8=8,4+q-(ig (S, —5,) modp)

w if %S, modporS#S, modg then return error

n S, = S;, mod
12 Sy =8, modr

1 if Sprdq mod @(r) - Gyt mod #0") mod v then return error

14 return S

September 11, 2015 Lost in Translation 14
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value

1 Choose a small random integer r.

vper

e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200’} o of

// Retrieve intermediate signature in E,
8 Sp =8, modp
// Retrieve intermediate signature in Eg
Sy =8, mod q
// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

16 return S1eccs
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature M* mod N, or a random value Random Fault
1 Choose a small random integer r.
Ve

e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200’} o of
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12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value Random Fault

1 Choose a small random integer r. Message M = 1:

vper
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P

-
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// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

16 return S1eccs

September 11, 2015 Lost in Translation 15



ult Analysis

@) Perthur Translated Aumiiller: Attack 1

THE M COMPANY

Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value Random Fault

1 Choose a small random integer r. Message M = 1:

P=pr 8 §p:e
e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200"} o o

// Retrie intermediate signature in E,
8 S, =5, “od p
// Retrieve intermediate signature in Eg
Sy =8, mod q
// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature M* mod N, or a random value Random Fault
1 Choose a small random integer r. Message M = 1:
2 =per 8 Sp=c¢
3ep=p +1 modp 10
aq =g 8=8;=1mod q
sep=g +1 modg 8=8,=cmodp

// Intermediate signature in Z
§), = M med 200 mod pf
// Intermediate signature in Eg.
7 8= Mda mod 200"} o o

// Retrie intermediate signature in E,
nod p

// Retrieve intermediate signature in Eg
Sy =8, mod q

// Recombinaticn in Zy
S=58+q-(ig-(Sp—5;) mod p)
C3=S—S;.,+1 mod p

c.,=S—S;+1 mod ¢

-

[ =4

=

Spr =8}, mod r // Checksum of S, in Z,
Sgr :S"q mod // Checksum of S; in E.
g = S,wd" med lr) _ S,,,d‘ med @) L1 mod

return §¢1¢203465

o=

=
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Algorithm 13: CRT-RSA with Aumiiller e al’s

countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value

Choose a small random integer .

V=p:r

e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
6 Sl = M mod @) mod pf

// Intermediate signature in Eg.
7 8= Mda mod 200"} o o

// Retrie intermediate signature in E,
>, nod p

// Retrieve intermediate signature in Eg
Sy =8, mod q

// Recombinaticn in Zy

108 =258;,+q-(iy- (S, —8;) mod p)

1 C3=S—S;.,+1 mod p

12 c.,=S—S;+1 mod ¢

Spr =8}, mod r
Sgr = S'q mod
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

return S¢1€2cacaes

=

/4 Checksum of Sp in &,
// Checksum of Sy in Z.

Random Fault

Message M = 1:
8 §p:e
10
16 Vey...cs
3oy
3oy

September 11, 2015
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value Random Fault
Message M = 1:

Choose a small random integer .
p=pr 8 Sp =€
e =p +1 modp 10

P

-

=1mod g
= e mod p

w oy
i
P

¢ =q-r
ey =g +1 mod ¢
// Intermediate signature in Z
6 8= M mod 207 mod pf

// Intermediate signature in Eg.
7 8= Mda mod 200"} o o

// Retridpe intermediate signature in I, { et

16 Vey...cs

% =1%-% =1 mod q
% =

-0 = 1 mod p

nod p §C1
// Retrieve intermediate signature in Eg

Sy =8, mod q

// Recombinaticn in Zy acy ... C

1 5= S, +q-lig (Sp—5,) mod p) = god((STB) —1,N)=gq
1 C3=S—S;.,+1 mod p

12 c.,=S—S;+1 mod ¢

13 Sy = 5], mod r // Checksum of S, in Z,
Sgr :S'q mod // Checksum of S; in E.
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

return S¢1€2cacaes

=
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature M* mod N, or a random value Random Fault
1 Choose a small random integer r. Message M = 1:
1p=pr 8 Sp =€
3ep=p +1 modp 10 }
1q'=q-r S=8;=1mod g
sep=q +1 modg 8=8,=cmodp
// Intermediate signature in Zy
6 8= M mod 207 mod pf
// Intermediate signature in Eg. 16 VC1 ... 05
7 8= Mda mod 200"} o o
// Retridpe intermediate signatuze in & 86105 = 1%---% =1 mod q
8 Sp =5, %mod p §C1"'°52501"'°5$1m0dp
// Retrieve intermediate signature in Eg
9 S, =5 modgq
// Recombinaticn in Zy acy ... C
1-:¢5) — =
1 5= S, +q-lig (Sp—5,) mod p) = god((S )-1.N)=gq
ooy =S=5+1 modp Available fault targets:
_q_ g
12y =5 Sq+1 mod g ® Steps6,7,80r9
13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S'q mod // Checksum of S, in E,

15 05 = S,wd" med ey S,,,d“ med w00 L ] mod

return S¢1€2cacaes

=
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value

1 Choose a small random integer r.

vper

e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200’} o of

// Retrieve intermediate signature in E,
8 Sp =8, modp
// Retrieve intermediate signature in Eg
Sy =8, mod q
// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

16 return S1eccs
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)
Output: Signature M* mod N, or a random value Stuck-at-0:

1 Choose a small random integer r.

vper

e =p +1 modp

P

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200’} o of

// Retrieve intermediate signature in E,
8 Sp =8, modp
// Retrieve intermediate signature in Eg
Sy =8, mod q
// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

16 return S1eccs
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature MY mod N, or a random value Stuck-at-0:
1 Choose a small random integer r. 8 S'p -0
2p=pr

P

e =p +1 modp

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200"} o o

// Retrie intermediate signature in E,
8 S, =5, “od p
// Retrieve intermediate signature in Eg
Sy =8, mod q
// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢

-

-

13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S"q mod // Checksum of S, in E,
15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

16 return S1eccs
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

P

o

-

R EZ RBREZSE

=

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature MY mod N, or a random value Stuck-at-0:
Choose a small random integer . 8 S'p -0
p=per 10

e =p +1 modp

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
§) = Mb med 20 mod pf
// Intermediate signature in Eg.
S = Mda mod 200"} o o

// Retrie intermediate signature in E,
nod p

// Retrieve intermediate signature in Eg
Sy =8, mod q

// Recombinaticn in Zy
S=58+q-(ig-(Sp—5;) mod p)
C3=S—S;.,+1 mod p

c.,=S—S;+1 mod ¢

Spr =8}, mod r // Checksum of S, in Z,
Sgr :S"q mod // Checksum of S; in E.
g = S,wd" med lr) _ S,,,d‘ med @) L1 mod

return §¢1¢203465
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature MY mod N, or a random value Stuck-at-0:
1 Choose a small random integer r. 8 S'p -0
e 10

P

e =p +1 modp

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
' — M d 3

6 Sl = M mod @) mod pf 16 Voy...cs
// Intermediate signature in Eg.

7 8= Mda mod 200"} o o

// Retridpe intermediate signature in Z, S61:+:% = §5% % 2 0 mod q
N rod p §01-+:65 = %% = 0 mod p
// Retrieve intermediate signature in Eg
9 S, =5 modgq

// Recombinaticn in Zy
108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢
mod r /4 Checksum of Sp in &,
5, mod r // Checksum of Sy in Z.
15 e = g, du modelrl g dy mod elr)

5 = Sy gr +1 modr

return S¢1€2cacaes

S =5,
Sy = 5,

=
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature MY mod N, or a random value Stuck-at-0:
1 Choose a small random integer r. 8 S'p -0
e 10

P

e =p +1 modp

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
' — M d 3

6 Sl = M mod @) mod pf 16 Voy...cs
// Intermediate signature in Eg.

7 8= Mda mod 200"} o o

3C1...05 — g Cy...C
/7 Retridhe intermediate signature in I, S5 = 5% % Z£ 0 mod g
8 nod p SC1--% = 0%--% = 0 mod p
// Retrieve intermediate signature in Eg
9 S, =5 modgq
// Recombinatien in Zy = ged(8%% N)=p

108 =258;,+q-(iy- (S, —8;) mod p)
1 C3=S—S;.,+1 mod p
12 c.,=S—S;+1 mod ¢
mod r /4 Checksum of Sp in &,
5, mod r // Checksum of Sy in Z.
15 o =, da mod wlr} _ g dy mod w(r)

5 = Sy gr +1 modr

return S¢1€2cacaes

S =5,
Sy = 5,

=
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Algorithm 13: CRT-RSA with Aumiiller e al’s
countermeasure®, under its infective avatar

Input : Message M, key (p,q,d,.dy,i,)

Output: Signature MY mod N, or a random value Stuck-at-0:
1 Choose a small random integer r. 8 S'p -0
e 10

P

e =p +1 modp

-

g =qr
ey =g +1 mod ¢

// Intermediate signature in Z
' — M d 3

6 Sl = M mod @) mod pf 16 Voy...cs
// Intermediate signature in Eg.

7 8= Mda mod 200"} o o

3C1...05 — g Cy...C
/7 Retridhe intermediate signature in I, S5 = 5% % Z£ 0 mod g
8 nod p SC1--% = 0%--% = 0 mod p
// Retrieve intermediate signature in Eg
9 S, =5 modgq
// Recombinatien in Zy = ged(8%% N)=p

108 =258;,+q-(iy- (S, —8;) mod p)

Wy =85S, +1 modp Available fault targets:

12 eg=85—5+1 modg ® Steps6,7,80r9
13 Sy = 5], mod r // Checksum of S, in Z,
1 S, :S'q mod // Checksum of S, in E,

15 05 = S,wd" med ey S,,,d‘ med w00 L ] mod

return S¢1€2cacaes

=
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Vigilant detective

Algorithm 8: CRT-RSA with Vigilant's countermeasure® [3]
with Coron er al’s fixes [4] and Rauzy & Guilley's simplifications [5]

Input : Message M., key (p, g, dp. dg.iy)
Output: Signature M mod N, or error

Choose small random integers 7, Ry, and R.

: N=p-q

sp=port

4 iy =p " mod r?

5 My, =M modp/

6 By =p-ipr

7 Ay =1- 05, modp

8 ML= A, M, + B, (1+r) modp

&= At mod 2 pod g
i3 »
if M) # M mod p then return error
nif B, S, # B,-(1+d,-r) modp’ then return error
nqg=q-r
13 iy =q ' modr?
1 My =M modq
15 By =q-igr
16 Ay =1-8, modg
v M, = Ay My+ By~ (1+7) mod ¢/
1 S = A-{;'i" med #0010 q
19 if M} # M mod ¢ then return error
w0 if B, S, #B,-(1+d, 7) mod g then return error
21 Sy =S8, =By (L +dy-r—Ry)
2 Spr =8, =By (1+dy v = Rs)
2 S, = Sg +4- (ig- (Spr — Sge) mod p')

s

// Simultanecus verification of lines 2 and 23

-

25 return § =S, mod N

// CRT insertion of verificaticn value in M,

// Intermediate signature in Z,=z

// CRT insertion of verification value in M

// Intermediate signature in Z,=

// Verification value of S, swapped with R
// Verification value of S swapped with [

// Recombination in By,a

ifpg- (S, — Ry —q- iy (B~ Ry)) #0 mod N7? then return error

// Retrieve result in Zy
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ult Analysis

@ oberthur Translated Vigilant

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)
Output: Signature M? mod N, or a random value in Z
1 Choose a small random integer r.
2 N=p-q
p=pr? )
i =p ' mod 72
M mod p'
P ipr

A,=1-B, mod p'
My, = Ay My+ By (1++) mod pf

Vi 1)

o= A o) g
16 Spr=1+dy-r
v =MAN - M+1 modp
18 S = 1\-{;‘{’ mod o4 od ¢
1 S =1+d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')

Sy =Sy +a- lig - (Spr — Syr) mod p')

®oeg=5—5,+1 mod?
2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signature M4 mod N, or a random value in Zy Randomizing fault:

1 Choose a small random integer r.
: N=p-q

p=pr? )

i =p ' mod 72

M mod p'

P ipr

A,=1-B, mod p'
My, = Ay My+ By (1++) mod pf

d, 1

= My M #) mod pf
16 Spr=1+dy-r
v e, =M 4N - M41 modp
18 S = 1\-{;‘{’ mod o4 od ¢
1 S =1+d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')

Sy =Sy +a- lig - (Spr — Syr) mod p')

®oeg=5—5,+1 mod?
2 return S = S'%°9 mod N

'
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@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signature M4 mod N, or a random value in Zy Randomizing fault:

1 Choose a small random integer . ® M=1
2 N=p-q
'_?

p=p-
i —1

i =p ' mod 72
M mod p'
P ipr

Ap=1-B, modp
My, = Ay My+ By (1++) mod pf

A Mi:d, mod (p') mod p’

16 Spr=1+dy-r
0o =M+ N - M+1 modp
18 S = 1\-{;‘{' mod 29 od q
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =8 +aq-lig: (Sp — Sy mod p')
B oes=5—5+1 modr?

2 return S = S'%°9 mod N

'
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@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signature M4 mod N, or a random value in Zy Randomizing fault:

1 Choose a small random integer . ® M=1
V=p- ~

1N =p q? 15 S} « emod p’

E

p=p-
i —1

i =p ' mod 72

M mod p'

P ipr

Ay =1-B, modp'

My, = Ay My+ By (1++) mod pf

{1 mod ¢
A Mi:d, mod (p') mod p'

16 Spr=1+dy-r
0o =M+ N - M+1 modp
18 S = 1\-{;‘{' mod 29 od q
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =8 +aq-lig: (Sp — Sy mod p')
B oes=5—5+1 modr?

2 return S = S'%°9 mod N

'
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@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signature M4 mod N, or a random value in Zy Randomizing fault:

1 Choose a small random integer . ® M=1
V=p- ~
rN=p0 15 S} « emod p’
sp=per?
4 iy =p ! mod r? 21
B M mod p'
[ Pripr -
7 Ay =1-B, modp S’zS&z1modq’
8 My = Ay My+ By (1++) mod pf §'ES~",$_¢1 modp’

{1 mod ¢
A Mi:d, mod (p') mod p'

16 Spr=1+dy-r
0o =M+ N - M+1 modp
18 S = 1\-{;‘{' mod 29 od q
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =8 +aq-lig: (Sp — Sy mod p')
B oes=5—5+1 modr?

2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig) . .
Output: Signature M4 mod N, or a random value in Zy Randomizing fault:
1 Choose a small random integer . ® M=1

(i -
"N’p“ 15 8} « e mod p’
p=per? )

1 mod 72 21
M mod p'

Pripr

Ay =1-B, modp' S’—S’—1modq
My, = Ay My+ By (1++) mod pf S':S’ £ 1 modp
90 =q-r

0 g ! mod r?
WMy =M mod o

24 Vep, cq, Cs

i =AM+ 8,-(1 mod ¢

s S;,= Mgt mod #0) ke o 3= qu %Cq°s — 1%pcq°s = { mod q
= & _ &r%pcqc

16 Sy 1+dpw S:S", 9°S 2 1 mod p’

1 5 = M;“” ot ¢ mod ¢
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =Sy +a- lig - (Spr — Syr) mod p')
®oeg=5—5,+1 mod?

2 return S = S'%°9 mod N

e
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ult Analysis

@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig) . .
Output: Signature M4 mod N, or a random value in Z Randomizing fault:
1 Choose a small random integer r. ® M=1
I — 5. -
"N’p“ 15 8} « e mod p’
3 p =p-r? )
4 ! mod 72 21
B M mod p'
3 Pripr
7 Ay =1-B, modp S’—S’—1modq
8 M), = Ay My + By - (1+7+) mod p' S’ZS’$_¢1modp

24 Vep, cq, Cs

i =AM+ 8,-(1 mod ¢

s S;,= Mgt mod #0) ke o 3= qu %Cq°s — 1%pcq°s = { mod q
= & _ &r%pcqc

16 Sy 1+dpw S:S", 9°S 2 1 mod p’

1 5 = M;“” ot ¢ mod ¢
W Sy =1t d, = ged(8—1,N)=q
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Se =Sy +aq-(ig- (Sp — Sye) mod p')
23 cg=5—5,+1 mod?
2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 1

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig) . .
Output: Signature M4 mod N, or a random value in Z Randomizing fault:
1 Choose a small random integer r. ® M=1
I — 5. -
"N’p“ 15 8} « e mod p’
3 p =p-r? )
4 ! mod 72 21
B M mod p'
3 Pripr
7 Ay =1-B, modp S’—S’—1modq
8 M), = Ay My + By - (1+7+) mod p' S’ZS’$_¢1modp

24 Vep, cq, Cs

i =AM+ 8,-(1 mod ¢

s S;,= Mgt mod #0) ke o 3= qu %Cq°s — 1%pcq°s = { mod q
= & _ &r%pcqc

16 Sy 1+dpw S:S", 9°S 2 1 mod p’

1 5 = M;“” ot ¢ mod ¢

W Sy =1t d, = ged(8—1,N)=q
2 cg=Mg+N-M+1 modg

u ' =S5 +q- (i, (S, - S;) mod p')

v = Sgr + 4 (ig - (S — Sp) mod p')
23 cg=5—5,+1 mod?

2 return S = S'%°9 mod N

Available fault targets:
® Steps5,8,11,14,150r 18
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ult Analysis

@ oberthur Translated Vigilant

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)
Output: Signature M? mod N, or a random value in Z
1 Choose a small random integer r.
2 N=p-q
p=pr? )
i =p ' mod 72
M mod p'
P ipr

A,=1-B, mod p'
My, = Ay My+ By (1++) mod pf

Vi 1)

o= A o) g
16 Spr=1+dy-r
v =MAN - M+1 modp
18 S = 1\-{;‘{’ mod o4 od ¢
1 S =1+d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')

Sy =Sy +a- lig - (Spr — Syr) mod p')

®oeg=5—5,+1 mod?
2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)
Output: Signature M? mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r.
: N=p-q
p=pr? )
i =p ' mod 72
M mod p'
P ipr

A,=1-B, mod p'
My, = Ay My+ By (1++) mod pf

Vi 1)

o= A o) g
16 Spr=1+dy-r
v =MAN - M+1 modp
18 S = 1\-{;‘{’ mod o4 od ¢
1 S =1+d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')

Sy =Sy +a- lig - (Spr — Syr) mod p')

®oeg=5—5,+1 mod?
2 return S = S'%°9 mod N

'
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@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signature M? mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r. 3 ,
s N—pg 15 Sy < 0 mod p
'_?

P=p
i —1

i =p ' mod 72

M mod p'

Pipr

Ay =1-B, modp'

My, = Ay My+ By (1++) mod pf

{1 mod ¢
A Mi:d, mod (p) mod p'

16 Spr=1+dy-r
0o =M+ N - M+1 modp
18 S = 1\-{;‘{' mod 29 od q
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =8 +aq-lig: (Sp — Sy mod p')
B oes=5—5+1 modr?

2 return S = S'%°9 mod N

'
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@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signatwre M* mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r. 37 ’
2y Nep-g 15 Sy < 0 mod p
3 =pei? 21
4 iy =p ! mod r?
B M mod p' - d
‘ Pip ) { /= 8} = mg® mod ¢’
7 Ap=1-B, mod p & o & ’
8 M= Ay My+ By (14+7) mod = S =0mod p

{1 mod ¢
A Mi:d, mod (p) mod p'

16 Spr=1+dy-r
0o =M+ N - M+1 modp
18 S = 1\-{;‘{' mod 29 od q
W Sy =1%d,-r
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Sy =8 +aq-lig: (Sp — Sy mod p')
B oes=5—5+1 modr?

2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signatwre M* mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r. 37 ’
2y Nep-g 15 Sy < 0 mod p
3 =pei? 21
4 iy =p ! mod r?
M mod p' - d
Pige §' = 8y = mg® mod ¢
7 Ap=1-B, mod p' & o & /
8 M= Ay My+ By (14+7) mod §' =55 =0mod p
90 =q-r
10 igr 1 mod 2
n M, =M mod g 24 Vep, cq, Cs
1 B, =q-i
13 — B, mod ¢
" q,:Aq-M,‘,-f—Bq.‘“?“,(, mod ¢ Q:S'/Cpcqcs 2 0mod g’
15 8= Mi:dP mod (') g o 3= S"ZCqucs = 0 mod p/

18 S = A-[;d' mod ¢ yod ¢f
W Sy =1t d,
2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')
Se =Sy +aq-(ig- (Sp — Sye) mod p')
Bes=5— S +1 modr?

2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signatwre M* mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r. 37 ’
2y Nep-g 15 Sy < 0 mod p
p=pr? 21

! mod 72

24 Vep, cq, Cs

13 — B, mod ¢

u m:Aq‘Mﬁ-B“il}ﬂ mod ¢’ &= §%P%°S % 0 mod g’

155 = Mgy et e G 5= s"?cpcqcs = 0 mod p’
=S5 =

18 S = M7da mod wla") mod ¢ ~
w Sy =1t dyr = gcd(8,N)=p

2 cg=Mg+N-M+1 modg
u ' =S5 +q- (i, (S, - S;) mod p')

Se =Sy +aq-(ig- (Sp — Sye) mod p')
23 cg=5—5,+1 mod?

2 return S = S'%°9 mod N

'
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ult Analysis

@ oberthur Translated Vigilant: Attack 2

THE M COMPANY

Algorithm 11: CRT-RSA with our simplified Vigilant's countermeasure. under its infective avatar

Input : Message M., key (p,q,dp.dy.ig)

Output: Signatwre M* mod N, or a random value in Z Stuck-at-0 fault:
1 Choose a small random integer r. 37 ’
2y Nep-g 15 Sy < 0 mod p
p=pr? 21

! mod 72

24 Vep, cq, Cs

13 — B, mod ¢

" =AMy + By (1 mod ¢' = _ & CpCqC.

" Sﬂ= Mf@ o g,(:')é’;, { S= S‘éczczcz % 0 mod q/’
|sSZ,.—1id,,w' stp = 0 mod p
vy =M, 4N -M+1 modp

18§ = Afrda wed ele) g 7 .

w Sy =1t dyr = gcd(S,N) =p

2 e =My+N—M+1 modg The fault can be injected into:

u 8= 8t g iy (S - 5;) med p) ® Step5,8,11,14,150r 18

2 8, =Sy +a-lig (Spr — Syr) mod p')

23 cg=5—5,+1 mod?

2 return S = S'%°9 mod N
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Conclusion

berth '
@)oberthur Conclusion

nnnnnnnnnnn

i

Warning The infective countermeasures of FDTC 2014 insecure.
Warning The security proof of translation method insecure.

e The translation does not solve the problem of security of an
infective countermeasure.
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