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SIMON Family

@ Simon is a family of lightweight block ciphers based upon Feistel
structure.

@ This family was designed by the National Security Agency (NSA).

@ Its design provides optimal performance on resource-constrained
devices.

@ Simon supports 5 block sizes of 32, 48, 64, 96, 128 bits and up to 3
key sizes for each block size.
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Figure: Differential Fault Attack.
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T: total number of rounds in the cipher.

° (Li_l, Ri_l): 2n-bit input of the i*" round of the cipher,
ief0,---, T —1}.

(L™, R™1): 2n-bit output of the i*" round of the cipher,
i€{0,---, T —1}.

LG=1)" RG—1)" wrong left half input and wrong right half input
respectively of the it".

(]

©
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©

P: plaintext, C: ciphertext, C*: faulty ciphertext.

K': n-bit round-key used in the i" round of the cipher,
ie{0---T—1}.

X <<< a: circular left rotation of x by a bits.

x: It bit of the bit string x.

@ : logical operator xor.

©

e © 6 ¢

® : logical operator and.
@ a%b:a mod b
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SIMON Family
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The Simon Family Cipher

. Block size | Key words | Key size | Rounds | Index to z

cipher .

2n m mn T J
Simon32/64 32 4 64 32 0
Simon48/72 48 3 72 36 0
Simon48/96 48 4 96 36 1
Simon64/96 64 3 96 42 2
Simon64 /128 64 4 128 44 3
Simon96/92 96 2 92 52 2
Simon96/144 96 3 144 54 3
Simon128/128 128 2 128 68 2
Simon128/192 128 3 192 69 3
Simon128/256 128 4 256 72 4

Table: Members of the SIMON family with their parameters
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Round of SIMON

The design of SIMON is a classical Feistel scheme.

i
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Figure: SIMON round.

F(x)=((x<<<8) o (x<<< 1)) ® (x <<< 2) (1)
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Key Schedule

m=2:K =K72g(K™!>>>3)
(K t>>>dca(zg),_,
m=3:K =K3a(K™>>>3)
(K t>>>aca(z),_, (2)
m=4 K=(K™*oK3) e (K" >>>3)
e (K2 (K1 >>>3) >>>1)
®cD(Z)i_m

where ¢ = (2" — 1) @ 3 is a constant value, (z;), , denotes the it bit of
zj, and i — m is taken module 62.

Juan Grados , Fébio Borges , Renato Portuga DFA on SIMON



z;

11111010001001010110000111001101111101000100101011000011100110
10001110111110010011000010110101000111011111001001100001011010
10101111011100000011010010011000101000010001111110010110110011
11011011101011000110010111100000010010001010011100110100001111
11010001111001101011011000100000010111000011001010010011101111

Blw| N | of--

Table: The z; vectors used in the SIMON key schedule.
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Previous DFA Models
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Previous DFA Models

@ H. Tupsamudre, S. Bisht, and D. Mukhopadhyay, Differential fault
analysis on the families of simon and speck ciphers, in Fault Diagnosis
and Tolerance in Cryptography (FDTC), 2014 Workshop on, Sept
2014, pp. 4048

@ J. Takahashi and T. Fukunaga, Fault Analysis on SIMON Family of
Lightweight Block Ciphers, in Information Security and Cryptology -
ICISC 2014,
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The One-Bit-Flip and One-Byte
Models
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One bit affects three bits

_ i—1
(+1)%n — (L i%n © (J 7)%n> ® L(J 1)%n

— 1 1 1
(+2)%n — <L2J+1)‘Vn LEJ 6)%n) Ll%n

F (Liil)(j-i-S)%n - <L’(J-:7)°/n © LIO/”) @ L(J+6)%n

F (L)

F (L)
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Equation of the Last Round

Let (LT, RT) be the output of the cipher. Then

KT*l — LT72 D F(RT) @ LT (4)
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Determining the Fault Position and Value

Let be (L™", RT") the faulty ciphertext when an error occurred in the
intermediate result L™ 2. Then

e=L"olT oFRT)a F(RT).
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One-Bit-Flip Model
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One-Bit-Flip Fault Attack on SIMON
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One-Bit-Flip Fault Attack on SIM
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One-Bit-Flip Fault Attack on SIMON
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One-Bit-Flip Fault Attack on SIMON

RT* _ RT—2 fa F(LT—2*) D KT—2
RT _ RT72 @ F(LT72) fa KT72



One-Bit-Flip Fault Attack on SIMON

RT* _ RT—2 fa F(LT—2*) D KT—2
RT _ RT72 @ F(LT72) fa KT72
RTeRT =F(L™ )@ F(LT-2")

T T* T— 2 T-2 T-2 T-2
(R @ R )(j+1)%n = (L L(J 7)%,.,) @ (L(J 7 %I‘I @ (Lj @ ].)
T T T— T-2 T-2 T-2
(RT &R )greyn = (L} O LG 7ymn) @ (L zynn © (L 7@ 1))
(RT®R™ )(J+2)%n—/-- LT 2e1=1
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One-Bit-Flip Fault Attack on SIMON

(RT D RT*)U+1)%” = (LJ'T72 © L(C:%%n) ( (— 7 %n (LT 2 )

L G @1 | L | (RTERT )Gy
0 |1 0 0
1|0 0 0
0 1 1 1
1 0 1 1
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One-Bit-Flip Fault Attack on SIMON

T o pT* T T2 T2 T-2
(RT® R )Graywn = (L] 2 O L nymen) © (LGiroen © (L
L2 281 | LG, | (RT&RT )jgun
0 1 0 0
1 0 0 0
0 1 1 1
1 0 1 1
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One-Bit-Flip Fault Attack on SIMON

With the values of the bits LJ.T__7§/M, LJ.C;%/O”, and

KT — (T2 F(RT & LT
it is possible retrieve the corresponding bits of K71,

T-1 _ 4 T=-2 T T
Ki—nywn = LiZnysn @ F(RT)G=1)%n @ L(j_7y%n

T-1 T-2 T T
Ki7y%n = Lisnoen @ F(RD)G7)%n © L(j17)%n
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The One-Byte Model
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The One-Byte Model

o In this model one byte of L72 is affected.

@ It uses the same working principle of the one-bit-flip model to retrieve
KT-1.
@ Except for two cases.
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The One-Byte Model

LT—2

@ In this model one byte of is affected.

@ It uses the same working principle of the one-bit-flip model to retrieve
KT-1.
@ Except for two cases.

1 the least and most significant bits of the induced byte fault are one.
2 a byte fault flips two adjacent bits.
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The n-bit Model
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The n-bit Model

@ Similar to the last two models, the authors analyzed the input and
output differences in the AND operation when applying random fault
injections on n bits.

@ They have precisely calculated the average number of fault injections
to obtain a round key by examining the relationships between the bits
obtained through multiple fault injections.

@ Their analysis reduce significantly the average number of fault
injections to retrieve LT2.
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One-Bit-Flip Fault Attack on
Simon at round T — 3
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One-Bit-Flip Fault Attack on Simon at round T — 3
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Deducing j
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Deducing j

Similarly, for our modification we cannot perform our attack if we do not
know the position of the flipped bit in the left half input L7=3, and the

positions of flipped bits in L7~2 affected by F (L(T*:‘)*).
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Deducing j
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Algorithm 1 Deducing j
Input: bit string ¢’ of size n
Output: deducing j
Isb < LSB (¢)

2 msb + MSB (¢)
3¢ -1
4 if wt(¢) =3 then
for ) to nn— 1 do
6 if 1and ¢/[(i + 1) %n] = 1 then
8: end if
9:  end for
10: end if

112 if wt(e/) = 2 then

122 d < abs (Isb — msb)
13 if d > 1 then

14: if d =7 then

15: j 4+ (lsb—1)%n
16: end if

17: if d =6 then

18 G4 (Isb—2)%n
19: end if

20: if d=n-—7+1 then
21 j ¢ (msb—2)%n
2: end if

23 if d=n—7then
24: j + (msb—1)%n
25: end if

2: if d = n—1 then

27 jen—2

28: end if

29:

30: i=0ton—1do
31 if ¢[i%n] = 1 and ¢'[(i + 1) %n| = 1 then
32 jei—1

33 end if

34 end for

35:  end if

36: end if

37: return j%n

DFA on SIMON



For example
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Retrieving LT=2 and K11
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Retrieving

4’6% K73

e IS
=
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New Formulas

A flip in L(J+1)°/ affects 3 bits:

(RTerT )rayen = (LG © LG own) @ ((EG000n ©3) © L Tg00) & RE s

(L200m © L oyan) @ ((LGapun © 1) © L[ 0yen) @ 1@ RS,
(RT ® RT*) _ if L(JJFZT)%,7 was affected
1@ R\ 3%n
if otherwise

(Liramin @ Lirtpun) @ ((Lrapmen @) © (L n ©1)) @ Rl s
(RT o T*) _ if L¥+§)%n was affected -2
%) (L apoan @ Lirtyan) © ((Lirapen) © (Lioen @ 1)) @ Riroroen

if otherwise
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New Formulas

A flip in LJHQ)% affects 3 bits:

gLLoI;)%n © Lu; )%nd) ® (L ©1) © LG hun) @1 RY S,
R RT* _ Jif L(ji1ygn was affecte )
(<7e )““)%" (LGran @ LG an) @ (L3700 @ 1) © LG 3000) @ R e

if otherwise

T . oT* _ T2 T2 ST—2  _ o aT—2
(R SR )(j+4>%n = Liiraynn D (Lioyon O 1D @ Rion= 18 Ej e,

T2 RT—2
(Lo+9 %n © L(J+2 %n) (ng %n (L(j+2)%n ® 1)) D 1@ R 10y%n
(RT ® T*) _ if LO+8)°/n was affected
1Y% T—2 T—2 (T2 T2
(j+10)%n (ng)%n o) L(Hz)%") (L Grorn © (LUH)%" ©1)) @R o
if otherwise
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New Formulas

A flip in LZ;_:;)%" affects 3 bits:
T—2 T—2 5T—2
=~ (LGran © Livin) © Rirorin
T T* if L(jy1)%n was affected
(R SR ) s ¥—2 > T—2 T—2 T—2 5T—2
G+9)%n (L(j+8)%n © L(j+1)%n) & (L(j+1)%n © (L(j+8)%n & 1)) ® Riiroyun
if otherwise
T-2 T-2 T-2 T-2 pT—2
(L(j+9)%n © L(j+2)%n) & (L(j+9)%n © (L(j+2)%n & 1)) ® R 10)%n
(RT @ RT*) _Jif L(j+2)%n was affected
(j+10)%n 1
if otherwise

T T* T—2 T-2 T—2 T—2 5T —2
(RTer )Uﬂﬁ)%n = (L it © Liran) ® (Liriepen © (Lrapen © 1)) @ Rl Sityoan
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Deducing bit of L2

affected bits by LT, conditions | deduce value
T o R )
(GEL )L o P -
I =1 | Lo
(H’ ®RT") (e G—5)%n
Gt9%n | L5, =0
(R’ @ R"") L(: }"w”" =1 —
Gosn | L% o T2 o
affected bits by LT conditions. deduce value
) L hsn =1 | LG,
G9%n | Litywn =0 | LG s)um
)T T
(G
——— Lisomn =1 | Liss
(,cz @ RT ) (j+8)%n. (it9)%n
G+10%n [ Ll Sn =0 | Ly oyim
affected bits by LT conditions deduce value
D 1
R" & RT" LERES =
( >u+umn Lingwn =9 | Liinun
- i — T2
( " )uuny%u Lijran =1 Lijso)%n
¥
Liaan =0
e
(R Bl )(,un)%n Htisn

Gaamn | G+ ysn
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Deducing bit of L2

<RT v RT*>(J'+3)%n - ( Gr2yn © LG 5)%,,)
((L(Lg)%@ 1) L~ 5)%,) (5)

S R(j+3)°/n
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Retrieving LT=3 and K72
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Retrieving L7=3 and K72

i = T)ftn G+ 7)%n

affected bits by L7 conditions | deduce value
—— T
(" OR" ) iin LG =oysem
= =
(wr o) Liwn =1 L tun
G9%n | Ll 20 =0
(G - 5)%n (3 +2)%n . el Ly n = 1
(1(‘?{11?') . e T
GH0%n | L 0 N
affected bits by L7 conditions deduce value
" % im 1| LT %
(rromrr) Lo sbon (g
Gra%n | Liingn =0 | L pwn
T @ RT"
(R S )U+4)%n T =
(rrorr) Ly Lo
GH100%n | Ligymoen =0 | L1
G+ 3)%n affected bits by L7 conditions’ deduce value
=
(Rr ®RT ) "urn%n =
G49%n | LG m L
T o R iT—2 T2
(kror )(1+Ill)%n Lisamn Loy
F i ]
(i+2)%n
) =2
(§416)%n “(+15)%n

GAD% | G+ 0%n
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Comparison of results of DFA on
Simon family.
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Comparison of results of DFA on Simon family.

Table: Comparison of results of DFA on Simon family.

Block Ke: Ke . Avg. Avg. Avg. Fault Avg.
Size Siz)(/e Wé/rds(m) Fault Location Oni-byte Oni-bit-flip n-t;git Location Oni-bit-flip
32 64 4 L7711 24 101.72 1220 | (77, 1% 50.85
48 72 3 132133 L34 27 130.78 9.91 132133 87.19
48 96 4 (3T 33134 36 174.37 13.22 L31,L33 87.19
64 96 3 L38 139,17 39 189.44 10.45 | (38, [P 126.29
64 128 4 139 (% [T %2 52 252.58 13.03 | (39, (7 126.29
96 96 2 L% 10 42 210.24 7.46 1% 105.12
96 144 3 150 51 /57 63 315.36 11.19 | (50, (5T 210.24
128 128 2 155 (56 60 299.68 7.82 155 149.84
128 192 3 L65 15657 90 449 52 11.73 | (%5150 299.68
128 256 4 57 158 (59170 120 599.36 15.64 | L5 157 299.68
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Conclusion
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Conclusion

@ We have described a DFA on Simon family inspired on the ideas of
Tupsamudre et al.

@ As we show, besides using the information leaked by the AND
operation, we exploit the pseudo invertibility of the round function F
when a single fault injection happens in its input.

@ We believe that this pseudo invertibility contributes to the study of
Fault Analysis on other cryptographic primitives. For example SPECK.

@ In the future, we will investigate if it is possible to extend our method
using random-byte fault model or the n-bit model.
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