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« Motivation and contribution
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Motivation and Contribution

- Motivation
- Security of SHA-3/Keccak is very important

- Previous work [1]
« Under single-bit fault model
 Targets only two modes of SHA-3: SHA3-384 and SHA3-512

« Our Contribution

- Extend differential fault analysis to relaxed fault models
- Conquer other two modes of SHA-3: SHA3-224 and SHA3-256

1. Bagheri, Nasour, Navid Ghaedi, and Somitra Kumar Sanadhya. "Differential fault analysis of SHA-3." International
Conference in Cryptology in India. Springer International Publishing, 2015.
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 Preliminary of SHA-3
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Preliminary of SHA-3

- Sponge function: repeated permutation function, f, for
message absorbing and digest squeezing

- One f function for 1600 bits: 24 rounds, 5 operations in

each round
Input
v
jﬁﬁﬂjﬁg ﬁ:z‘-ﬁ:‘l ﬂ4|:: Round 0 e—h—p—hﬂ—l—Z—p—l
|
"l 0 Hw {1} o {L} | ;
A VARV VY ;
!
e N R L x__xi L S Round 23 9 —Fp —hﬂ—hZ—hl
absorbing : squeezing +

Qutput



Operations of SHA-3 - 6

0,(%,9,2)=0,(x,2)®(& 6, (x-1Y,2)

4
@(@Oei(x+1, y,z-1))
y:

* |n another view, one Input @ bit will affect 11 output
bits


演示者
演示文稿备注
One output θ bit is the result of 11 input θ  bits
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Operations of SHA-3 - permutations

o changes the positions of bits along each lane

7z changes the positions of bits inside each slice

T
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Operations of SHA-3 — non-linear y

y Involves nonlinear operations, and it is reversible:

Zo(xaya Z): Zi(xﬂyn Z)®(Zi(x+19ya z)-)(i(x+2,y, Z))

a0

2i(X:Y,2) = 2,(%Y,2)® x,(Xx+1,y,2) - [ x,(x-1,y,2)
Dy, (X+2,Y,2)® 1, (Xx=1Y,2)- 7, (X+3,Y,2)]
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Fault Model and Notations

- Attack goal: recover one internal state — ;%

« Fault model:

- Random single-byte faults injected &f°

- Observable digest H, d bits for SHA3-d function
« 224 bits for SHA3-224 (three and half lanes on the bottom plane)
» 256 bits for SHA3-256 (four lanes on the the bottom plane)

- Attacker can inject multiple faults for the same message
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Outline

- Fault propagation in SHA-3
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Attack Method

« Attack method

- Inject a random fault at an internal state (6,%%)

- Observe the pair of original digest and faulty digest under this fault
injection (H and H)

- Select an internal state as the comparison point (y;°°)

- Derive the differential (fault) on the comparison state from the
observed pair of digest reversely (Ay;%)

- Compare this differential against the fault signatures under all
possible faults (FS[P][F])

- ldentify the unique fault injected and recover some internal state
bits
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Fault Signature - Fault Propagation in
SHA-3

* We define fault signature (FS) as the differential between
the original state and faulty state under a specific fault
Injection

- Previous block ciphers like AES are operated at byte level

- SHA-3 Is operated at bit level
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Fault Propagation by SHA-3 Operations

- Operations that do not change the value of FS bits (p, 7,

and 1)
= p(Ap;) Ar,=n(Arx;) A, = At

- Operations thatkafde/the value of FS bits

- Operation 6: FP){
- Operation y, denote the fault propagation function as
p X, AXE?_EOpOpOplg i'zl
67(0,0,0)

- Example in this talk: fault injected at
A7 (0,0,0) =1 while other bits are 0
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Faults Signature at z

=
10000000 GAAAA000 QOO0 00000000 DOMI0A0 QODOOOID GO000000 OO0 v=
00000000 O000000 QOO0 J0000000 DON00000 0O0DODDND NA000000 DDDDD00G .
04000000 00000000 DDOR00 0O000000 00000000 D0DODO0D OQA0000 DO
Q000000 GAAQA000 OOOMR00 AA001000 BOM0AA00 Q0000000 GA000000 DOOD0KO .
Q0000000 GO000000 QOO0 Q000000 GIA00 Q0000000 GOC00000 DODHMM00 4
w=1:
00000000 NO000000 DDOM00 GO000000 0O0D0000 DODOA000 0O0A0000 DOOM00 y=0
00000000 GO000000 DDOMIY00 0O000000 0000000 DODODOND OQA0000 DDOOON00 .
QOO0 GOAQA000 OOOMR00 AA000000 BOM0AA00 Q0000000 GAO00000 DOOD0MO .
Q0000000 GO000000 QOO0 OO000000 BRR00000 Q000000 GO000000 DOD0OMI0 .
Q0000000 $OO000000 QOO0 00000000 DMII000 Q000000 00000000 DODI00 4
x=2:
Q0000000 0OOA0000 QOO QAOOO000 OO0 QOOO000D GAGA0000 DOOOO00 v=
QOO0 DOAQA000 QOOMDR00 AA000000 BOM0AA00 Q0000000 GAO00000 DOOD0M] .
Q0000000 GO000000 QOO0 Q000000 GO000 QOD0000D GA000000 DODK0
Q00O00ID 00100000 QOO0 00000000 DO00000 QODODDD 00000000 DODO0I] .
Q0000000 GOOO0000 DDOMO00 JO000000 OO0 10000000 0O0A0000 DDONON0) 4
=3
Q0000000 GOOA0000 QOO QA000000 GONOAA00 Q0000000 GAGA0000 DOOO0N00 v=0
Q0000000 GO000000 QOOMKIRI0 00000000 0000 Q0000100 GO000000 DODOI0 .
Q0000000 000000 QOO0 00000000 DORR00000 QOD00DD 00000000 D000 .
00000000 MOOA0000 DDOM] 0O000000 0000000 DODODOND KAQAN000 DDOOON00 .
Q000000 GOAQAA00 QOO0 QAOO0000 GBAA00 Q0000000 AAGA0000 QOO0 4
x=4:
Q0000000 GO000001 QOO0 00000000 O0000 Q0000000 0O000000 DODI0 v=0
Q000000 0000000 QOO0 00000000 DOR00000 Q00000 0O000000 D000 .
Q0000000 MOO00000 DDOMA0] 0O000000 0000000 DODODOND HAQAN00N0 DO
Q0000000 GAAQ0000 OOOMKHKR0] Q000000 GOO0QA00 Q0000000 GA000000 DODONM0
00100000 GO000000 QOO0 00000000 0000 0000000 0O000000 DODIO0 -I
7=} e e e e e e e e 63
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Fault Propagation of ¥~

Faultat ¥ input Fault signature at output
AyZ([x:x+2],Y,2) FSZ(?Z (X,y,2)
[1,0,0] 1
[0’1’0] Zizz (X + 21 yl Z)
0,0,1
| | Zizz(x+11 y1 Z)
1,1,0
o 12 (x+2,y,1)
o 2o (x+1y,2)® 1 (x+2,,2)
[1,0,1] 722 (x+1y,2)
[1,1,1]

Zizz(x_l_l’ y, Z) C-D}(izz(x_l_ 21 y’ Z)
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Fault Signature at z~

xx100000 00xx0001 00000x10 0000x000 00000000 0x00x1x0 00000000 00000000
E(0,0)=1 #7(1,0,0); E0,1) = 77 (1,2,); E(0,10) = 1® »7*(2,2,9); E(0,1 1) = #7(3,3,10); E(0,46) = 1® z*(2,1,45);
E0,21) =1@® »77(0,1,21); £(0,28) = ¥ (1,3.28); E(0.41) = »77(3,4,40); £(0,44) = 1@ »7°(0,0,44)® »7°(2,0,44);

0x000000 10000000 0000x100 xxx00000 00000000 0000110x 000000x1 0000000
E(LD)=1® x> (2,1,21); E(1,20) = 1@ »7(1,4,40); £(1,24) = 77(2,0,44); £(1.25) = 1@ x7(2,1,45);
E(126) = 77 (41,45, E(1,47)=1® 77 (3,42, E(1,54)=1® y7(4,29)® 77(1,3,10); £(1,60) = 1D z7(3,0,15);

10000000 x0000000 000x0001 x1000000 00000000 0000xxx0 0000xx00 000x0000
E(2,8) =1® 777(4,3,28); E(2,19) = 77 (3,4,40); E(2,24) = 1® 77(2,1,45), E(2,44) = 1® 77°(4,0,0); E(2,45) = 1@ y*(4,2,1);
E(2,46) = 77(04.2); E(2,52) = 1® 17 (229D 17(4,2.9); E(2,53) = 1® 77(3.3,10); £(2,59) = 7.7(0,0,15);

00x00000 00000000 000000xx 100000x1 0000x100 000x0000 Oxx00000 00000100
E(32)=1® 72(0,0,44) ® 17 (4,145), £(3,22) = 27(1,0,0), £(3,23) = 1@ 77 (1.2,) ® 7 (3,4,2); E(3.30) = 77(4,2.9);
E(336)=1® 7*(3,0,15), £(3,43) = 1@ 77(0,1,21); E(3,49) = 1® 7(4,3,28); £(3,50) = 27(1,3,28);

00000000 000000xx x0000001 0x000x00 0000x000 00x10000 0000000x 000x0000

E(@,14)=1@® 77 (4,00); E(415) = 77 (4.2.1); E(416) = 7°(0,4,2); E(4.25) =1® 77 (1,3.10); E(4,29) = »°(0,0,15);
E(436) = 77 (2,1.21), £(4,42) = 1@ 777 (4,3,28); £(4,55) = 1@ y*(1,4,40); £(4,59)=1® »*(2,0,44);

- Each FS bit can be denoted as ‘0", ‘1’, X’
- ‘X’ means it depends on sor;:gta22 bits
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Ay Bits Recovery from the Digests

;( IS reversible:
a.=a, @b (e, ®c De -d) For example, fora, =a, @b (e, ®c ®@e -d,):

Ifd =1, a,=a ®b -c;

Ifb =1, a.=a,;
The probability of recovering a, with the
output row knownis: P(d, =1|b,=1)=0.75

b.=b ®c,-(a,®d ®a,-e)
e,=c,®d, -(b,De @b -a)
d=d ®e -(c,Da Dc,-b)

e.=e ®a, -(d Db Dd, -c,)

d,
a. bi C, 1-32 | 33-64 &
SHA3-224 | 0.75 | 0.75 | 0.5 0.5 0 0
SHA3-256 | 0.75 | 0.75 | 0.5 0.5 0.5 0
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Ax? bits recovery — a simple method

(a’,b’,c’,d’.e’)=y"(a,b,,c ,d 0)
(a‘il’bil’cil’dil’ei1 ) — Z_l(ao ’bo ’Co ’do ’1)

If a’ =a/, a, does not depend on e, attacker can recover a;;

If a’ #a;, a, depends on e_, attacker cannot recover a..

Number of recovered bits
23 23

Zi AZI
SHA3-224 111.84 93.68

SHA3-256 160.12 136.42
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Outline

- Fault injection attacks simulation results
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Fault Identification

- Ay’ and FS = both have two grou|
- {black}: bits that are flipped white | black Ay,
- {white}: bits that are not flipped

(FSZ_Zg [P][F].white = Ay white

< |

FS [P][F]black = Ay black @ FS,.

* FS [P][F] has another grols =[PI[F].grey
X’ blts can be either 0 or 1,
Ay white c{FS ..[P][F]whiteUFS ..[P][F].grey}
Ay?° black c{FS [Pl[F]black UFS .[P][F].grey}
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Fault Identification and Bits Recovery

1600
» 1400F ‘
= 1200f
Q
0 1000r
3
® 800f
© 600
1) '
o ;
g 400 -
> ! fo -6-SHA3-224
200¢ -8 SHA3-256
{ | | l . | ~|---SHA3-384/512
20 40 60 80 100 120 140 160 180 200
Number of effective faults injected
Number of recovered bits Probability of
P N unique fault
SHA3-224 111.84 93.68 30.67%
SHA3-256 160.12 136.42 66.61%
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Improvement

- The proposed method
- Can efficiently recoveﬁ(i23 bits
- Can identify the injected fault and then recoxézr bits

« Attacks on SHA3-224/256 less efficient than SHA3-384/512
« Limited number ofA}(i23 an(ﬂ:SZ_23 bits

 Improvement

- Make use of FSZZS toghther with FSz_zg
. FS = contains extra information

: . 23 23
- Inject faults ap*  to recover more bits df; and Ay;
 More Ay bits contain more information
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Improvement — Involve FS .

1600

» 1400~
1200
1000~
800"

600~

400
) -6-SHA3-224
2007 8- SHA3-256

J - --SHA3-384/512

200 40 60 80 100 120 140 160 180 200
Number of effective faults injected

Number of recovered bit
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Improvement — Recover more 1

- Assume different number o,'kf?’ rows recovered for SHA3-

224

[72)

Number of recovered bit
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200 £/
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"""" 16 rows|
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48 rows|

-0-64 rows

20 40 60 _ 80 1 _(I)Q 120
Number of effective faults injected

140
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Outline

« Conclusion
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Conclusion and Future Work

« Conclusion

- The proposed method can effectively conquer SHA3-
224 and SHA3-256

- The proposed improvement method can further improve
the efficiency

- SHA3-224 and SHA3-256 are more difficult to conquer
than SHA3-384 and SHA3-512 under DFA

- Future work
- More relaxed fault model
- Different fault injection position
- Further improve effective fault ratio
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