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Motivation

• Simon is a lightweight block cipher family proposed in 2013.

• It employs a Feistel-type structure with 2n-bit block size and
mn-bit key size.

F
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Motivations

Parameter list for the instances of Simon family

block
size 2n

key
size
mn

word
size n

key
words m

rounds
T

32 64 16 4 32
48 72 24 3 36
48 96 24 4 36
64 96 32 3 42
64 128 32 4 44
96 96 48 2 52
96 144 48 3 54

128 128 64 2 68
128 192 64 3 69
128 256 64 4 72
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Motivation

• Since Simon is presented, its implementation security has also
caught attention, such as Fault Attack.

• In FDTC 2014, the first Fault Attack against Simon was
presented.

I Byte and bit injection fault model are both adopted.
I For the keysize mn, the input of T-2-th, T-3-th,

T-4-th,...,T-m-1-th round is required to be injected faults
respectively.

I The average number of faults for the byte and bit injection
model is respectively mn/8 or mn/2 if the injection position
can be controlled.

I When the injection position can be selected randomly, the
theoretical estimation of injection numbers was not given.
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Motivation

• In ICISC 2014, the second Fault Attack against Simon was
presented.

I Instead of byte or bit fault model, n-bit fault model is
adopted.(Each bit of a n-bit word is flipped with the
probability 0.5)

I For the keysize mn, the input of T-2-th, T-3-th, T-4-th,
...,T-m-1-th round is still required to be injected faults
respectively.

I A theoretical estimation of average injection numbers was
given.
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Motivation

• In FDTC 2015, the third Fault Attack against Simon was
proposed.

I Bit fault model is adopted.
I For the keysize mn, the first injected round is T-3-th round

instead of T-2-th round and the total number of injected
rounds is reduced half.

I A theoretical estimation of average injection numbers was
given.
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Motivation

Related work of fault attacks on Simon:

Related work Fault model Number of injected rounds

FDTC 2014 Random byte/bit model m

ICISC 2014 Random n-bit model m

FDTC 2015 Random bit model dm/2e

Our goal:

• Number of injected rounds : 1

• Reduce the injection numbers

• Give the theoretical estimation of injection numbers under
random byte fault model, which is not given in former work.
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Some properties of Simon

Property 1 Given a t(1 ≤ t ≤ n)-bit difference e = e0e1e2, ...et−1,
if it is induced into L0 from the (s− t + 1)-th to the s-th bit
position(0 ≤ s ≤ n− 1), (that is, ∆L0

s−t+1∆L0
s−t+2, ...,∆L0

s = e),
then for 1 ≤ j ≤ T/2, after the encryption of r rounds, ∆Lr

satisfies:
When r = 2j − 1,

∆Lr
i = 0, s ≤ i ≤ s + (n− t− 16j + 8) (1)

When r = 2j,{ .
∆Lr

i = 0, s + 1 ≤ i ≤ s + (n− t− 16j)

∆Lr
i = et−1, i = s, j < (n− t)/16

(2)
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Some properties of Simon

Property 1 gives a kind of differential propagation path.

Rounds r ∆L ∆R

0 000000....00e1e2e3...et00 000000..0000...00000000
1 000..0.. ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗000 000000....00e1e2e3...et00
2 000.. ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ et00 000..0.. ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗000
3 00...∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ 000 000.. ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ et00
4 00.. ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗et00 00...∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ 000
...

...
...

The differential propagation path shows:

• If the rightmost bit position of e is s, then before e is fully
diffused, the s-th bit difference value of ∆L remains
unchanged after even rounds’ encryption.

• At the same time, et is followed by a number of consecutive
0s.
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Some properties of Simon

Property 2 For two n-bit differences X = x0x1, ..., xn−1 and
∆X = ∆x0∆x1, ...,∆xn−1, let ∆Y = ∆y0∆y1, ...,∆yn−1=
F (X)⊕ F (X ⊕∆X), then some bits of X = x0x1x2, ..., xn−1

can be deduced through some bit relations between ∆X.

F

∆xi+1 ∆xi+8 xi+1 xi+8

0 0 ? ?

0 1 ∆yi ⊕∆xi+2 ?

1 0 ? ∆yi ⊕∆xi+2

1 1 ? ?

Property 2 can help to recover some bits of intermediate values,
which can further reveal some bits of round keys.

10



Fault Attack on Simon

LT RT

LT-1 RT-1

LT-2

KT-1

KT-2

LT-m-1 RT-m-1

KT-m-1

RT-2

Random byte error

…. ….
LT-m RT-m

• Fault model:
random byte fault

• Fault injection
location:LT−m−1

(m=2,3 or 4
depending on the
key size)
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Fault Attack on Simon

LT RT

LT-1 RT-1

LT-2

KT-1

KT-2

LT-m-1 RT-m-1

KT-m-1

RT-2

Random byte error

…. ….
LT-m RT-m

Attack procedure:

1 Select a plaintext and
encrypt it correctly.

2 Inject a byte fault in
LT−m−1.

3 ∆LT−1 and ∆RT−1 can
be easily obtained from
the structure of Feistel.

4 By using property 1, the
attacker can determine
the rightmost bit
injection position with
the value 1. (e.g, if
∆L0

s = 1, then s can be
determined).
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Fault Attack on Simon

LT RT

LT-1 RT-1

LT-2

KT-1

KT-2

LT-m-1 RT-m-1

KT-m-1

RT-2

Random byte error

…. ….
LT-m RT-m

F

Attack procedure:

5 Compute ∆LT−2 and
∆LT−1 ⊕∆RT−2. ∆LT−2,
∆LT−1 can be easily obtained.
The whole value of ∆RT−2 is
unknown, but some bits are 0s
according to property 1. So
∆LT−1 ⊕∆RT−2 can be
partially deduced.

6 By using property 2, some bits
of LT−2 can be recovered,
which can directly deduce some
bits of KT−1.

7 By repeating Step 1 to Step 6,
the whole value of KT−1 can
be extracted gradually.
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Fault Attack on Simon

LT RT

LT-1 RT-1

LT-2

KT-1

KT-2

LT-m-1 RT-m-1

KT-m-1

RT-2

Random byte error

…. ….
LT-m RT-m

Attack procedure:

8 To recover the whole master key,
KT−2 also requires to be recovered
when m = 2. By partially
decrypting the ciphertexts with
KT−1, LT−1 and RT−1 can be
obtained.

9 By executing the similar steps as
Step 2 to Step 7, KT−2 can be
recovered.

10 For m = 3 or m = 4, additional
round keys require to be recovered,
and they can be revealed by the
similar steps as Step 8 to Step 9.
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Data Complexity Analysis

LT RT

LT-1 RT-1

LT-2

KT-1

KT-2

LT-m-1 RT-m-1

KT-m-1

RT-2

…. ….
LT-m RT-m

How many faults are required 
to recover LT-2 ?

Calculation procedure:

1 Calculate the probability that
∆LT−2

i = 1 with the fault value e
injected from the (s− 7)-th to s-th
bit.

2 According to property 2, calculate
the probability that LT−2

i can be
recovered after the fault injection.
(Denoted by Ui,s,e.)
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Data Complexity Analysis

3 Calculate the number of the fault injections required to
recover all the bits of LT−2( Denoted by fn)

I Denote by qi the probability that LT−2
i is recovered

considering all the (s, e) combinations.

qi =
1

255n

n−1∑
s=0

255∑
e=1

Ui,s,e

I qli represents the probability that LT−2
i is recovered after l

fault injections.
qli = 1− (1− qi)

l

I Finally,

fn =

∞∑
l=1

(Ql −Ql−1)l, Q0 = 1
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Data Complexity Analysis

4 After LT−2 is recovered, KT−1 can be deduced directly. In
addition, the same correct and faulty ciphertexts to recover
LT−2 are also used to recover LT−3,...,LT−m−1, which
corresponds to KT−2,...,KT−m respectively. So the total
number of the fault injections to extract the master key is
about fn.

Simon2n/mn fn
Simon64/96 27.97

Simon96/96 33.57

Simon96/144 46.93

Simon128/128 48.23

Simon128/192 67.18

Simon128/256 89.21
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Applicability and Extendibility Analysis

• For Simon with n = 96 or 128, our attack also works when
faults are injected in the location earlier than the
(T −m− 1)-th round.

• For Simon32/64, Simon48/72, Simon48/96 and
Simon64/128, our attack can not extract the whole master
key with a fault injected into only one intermediate round.

• Besides random byte fault model, our attack is also applicable
to random t-bit fault model with the similar attack procedure.
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PC verification

• Experimental number of the fault injections

Table VII
NUMBER OF PLAINTEXTS ON AVERAGE IN ATTACK EXPERIMENTS

SIMON 64/96 SIMON 96/96 SIMON 96/144 SIMON 128/128 SIMON 128/192 SIMON 128/256
4.29 5.85 8.71 6.32 14.29 17.87

Table VIII
COMPARISON OF THE EXPERIMENTAL NUMBER OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 10.45 189.44 126.29 39 31.57
SIMON96/96 7.46 210.24 105.12 42 35.08
SIMON96/144 11.19 315.36 210.24 63 50.84
SIMON128/128 7.82 299.68 149.84 60 50.55
SIMON128/192 11.73 449.52 299.68 90 72.88
SIMON128/256 15.64 599.36 299.68 120 104.82

Table IX
COMPARISON OF THE ROUND LOCATIONS OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 L38,L39,L40 L38,L39,L40 L38,L39 L38,L39,L40 L38

SIMON96/96 L49,L50 L49,L50 L49 L49,L50 L49

SIMON96/144 L50,L51,L52 L50,L51,L52 L50,L51 L50,L51,L52 L50

SIMON128/128 L65,L66 L65,L66 L65 L65,L66 L65

SIMON128/192 L65,L66,L67 L65,L66,L67 L65,L66 L65,L66,L67 L65

SIMON128/256 L67,L68,L69,L70 L67,L68,L69,L70 L67,L69 L67,L68,L69,L70 L67

[5] C.-N. Chen and S.-M. Yen, “Differential Fault Anal-
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possible Fault Analysis of RC4 and Differential Fault
Analysis of RC4,” in Fast Software Encryption, ser.
LNCS, H. Gilbert and H. Handschuh, Eds., vol. 3557.
Springer International Publishing, 2005, pp. 359–367.

[9] M. Hojsik and B. Rudolf, “Differential Fault Analysis
of Trivium,” in Fast Software Encryption, ser. LNCS,
K. Nyberg, Ed., vol. 5086. Springer International
Publishing, 2008, pp. 158–172.

[10] R. Beaulieu, D. Shors, J. Smith, S. Treatman-

Clark, B. Weeks, and L. Wingers, “The SIMON
and SPECK Families of Lightweight Block Ciphers,”
Cryptology ePrint Archive, Report 2013/404, 2013,
http://eprint.iacr.org/.

[11] H. AlKhzaimi and M. M. Lauridsen, “Cryptanal-
ysis of the SIMON Family of Block Ciphers,”
Cryptology ePrint Archive, Report 2013/543, 2013,
http://eprint.iacr.org/.

[12] F. Abed, E. List, S. Lucks, and J. Wenzel, “Differential
and Linear Cryptanalysis of Reduced-Round SIMON,”
Cryptology ePrint Archive, Report 2013/526, 2013,
http://eprint.iacr.org/.

[13] A. Biryukov, A. Roy, and V. Velichkov, “Differential
Analysis of Block Ciphers SIMON and SPECK,” in
Fast Software Encryption, ser. LNCS, C. Cid and
C. Rechberger, Eds., vol. 8540. Springer Berlin
Heidelberg, 2014, pp. 546–570.

[14] F. Abed, E. List, S. Lucks, and J. Wenzel, “Differential
Cryptanalysis of Round-Reduced SIMON and SPECK,”
in Fast Software Encryption, ser. LNCS, C. Cid and
C. Rechberger, Eds., vol. 8540. Springer Berlin
Heidelberg, 2014, pp. 525–545.

[15] S. Kölbl, G. Leander, and T. Tiessen, “Observations
on the SIMON Block Cipher Family,” in Advances
in Cryptology–CRYPTO 2015, ser. LNCS, R. Gennaro

19



PC verification

• Experimental number of the fault injections

Table VII
NUMBER OF PLAINTEXTS ON AVERAGE IN ATTACK EXPERIMENTS

SIMON 64/96 SIMON 96/96 SIMON 96/144 SIMON 128/128 SIMON 128/192 SIMON 128/256
4.29 5.85 8.71 6.32 14.29 17.87

Table VIII
COMPARISON OF THE EXPERIMENTAL NUMBER OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 10.45 189.44 126.29 39 31.57
SIMON96/96 7.46 210.24 105.12 42 35.08
SIMON96/144 11.19 315.36 210.24 63 50.84
SIMON128/128 7.82 299.68 149.84 60 50.55
SIMON128/192 11.73 449.52 299.68 90 72.88
SIMON128/256 15.64 599.36 299.68 120 104.82

Table IX
COMPARISON OF THE ROUND LOCATIONS OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 L38,L39,L40 L38,L39,L40 L38,L39 L38,L39,L40 L38

SIMON96/96 L49,L50 L49,L50 L49 L49,L50 L49

SIMON96/144 L50,L51,L52 L50,L51,L52 L50,L51 L50,L51,L52 L50

SIMON128/128 L65,L66 L65,L66 L65 L65,L66 L65

SIMON128/192 L65,L66,L67 L65,L66,L67 L65,L66 L65,L66,L67 L65

SIMON128/256 L67,L68,L69,L70 L67,L68,L69,L70 L67,L69 L67,L68,L69,L70 L67

[5] C.-N. Chen and S.-M. Yen, “Differential Fault Anal-
ysis on AES Key Schedule and Some Countermea-
sures,” in Information Security and Privacy, ser. L-
NCS, R. Safavi-Naini and J. Seberry, Eds., vol. 2727.
Springer International Publishing, 2003, pp. 118–129.

[6] L. Hemme, “A Differential Fault Attack against Early
Rounds of (triple-) DES,” in Cryptographic Hard-
ware and Embedded Systems-CHES 2004, ser. LNCS,
M. Joye and J.-J. Quisquater, Eds. Springer Interna-
tional Publishing, 2004, vol. 3156, pp. 254–267.

[7] H. Chen, W. Wu, and D. Feng, “Differential Fault Anal-
ysis on CLEFIA,” in Information and Communications
Security, ser. LNCS, H. I. Sihan Qing and G. Wang,
Eds. Springer International Publishing, 2007, vol.
4861, pp. 284–295.

[8] E. Biham, L. Granboulan, and P. Q. Nguyěn, “Im-
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possible Fault Analysis of RC4 and Differential Fault
Analysis of RC4,” in Fast Software Encryption, ser.
LNCS, H. Gilbert and H. Handschuh, Eds., vol. 3557.
Springer International Publishing, 2005, pp. 359–367.

[9] M. Hojsik and B. Rudolf, “Differential Fault Analysis
of Trivium,” in Fast Software Encryption, ser. LNCS,
K. Nyberg, Ed., vol. 5086. Springer International
Publishing, 2008, pp. 158–172.

[10] R. Beaulieu, D. Shors, J. Smith, S. Treatman-

Clark, B. Weeks, and L. Wingers, “The SIMON
and SPECK Families of Lightweight Block Ciphers,”
Cryptology ePrint Archive, Report 2013/404, 2013,
http://eprint.iacr.org/.

[11] H. AlKhzaimi and M. M. Lauridsen, “Cryptanal-
ysis of the SIMON Family of Block Ciphers,”
Cryptology ePrint Archive, Report 2013/543, 2013,
http://eprint.iacr.org/.

[12] F. Abed, E. List, S. Lucks, and J. Wenzel, “Differential
and Linear Cryptanalysis of Reduced-Round SIMON,”
Cryptology ePrint Archive, Report 2013/526, 2013,
http://eprint.iacr.org/.

[13] A. Biryukov, A. Roy, and V. Velichkov, “Differential
Analysis of Block Ciphers SIMON and SPECK,” in
Fast Software Encryption, ser. LNCS, C. Cid and
C. Rechberger, Eds., vol. 8540. Springer Berlin
Heidelberg, 2014, pp. 546–570.

[14] F. Abed, E. List, S. Lucks, and J. Wenzel, “Differential
Cryptanalysis of Round-Reduced SIMON and SPECK,”
in Fast Software Encryption, ser. LNCS, C. Cid and
C. Rechberger, Eds., vol. 8540. Springer Berlin
Heidelberg, 2014, pp. 525–545.

[15] S. Kölbl, G. Leander, and T. Tiessen, “Observations
on the SIMON Block Cipher Family,” in Advances
in Cryptology–CRYPTO 2015, ser. LNCS, R. Gennaro

• Round locations of the fault injections

Table VII
NUMBER OF PLAINTEXTS ON AVERAGE IN ATTACK EXPERIMENTS

SIMON 64/96 SIMON 96/96 SIMON 96/144 SIMON 128/128 SIMON 128/192 SIMON 128/256
4.29 5.85 8.71 6.32 14.29 17.87

Table VIII
COMPARISON OF THE EXPERIMENTAL NUMBER OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 10.45 189.44 126.29 39 31.57
SIMON96/96 7.46 210.24 105.12 42 35.08
SIMON96/144 11.19 315.36 210.24 63 50.84
SIMON128/128 7.82 299.68 149.84 60 50.55
SIMON128/192 11.73 449.52 299.68 90 72.88
SIMON128/256 15.64 599.36 299.68 120 104.82

Table IX
COMPARISON OF THE ROUND LOCATIONS OF THE FAULT INJECTIONS

SIMON2n/mn Random n-bit model Random bit model Random byte model
ICISC 2014 FDTC 2014 FDTC 2015 FDTC 2014 This paper

SIMON64/96 L38,L39,L40 L38,L39,L40 L38,L39 L38,L39,L40 L38

SIMON96/96 L49,L50 L49,L50 L49 L49,L50 L49

SIMON96/144 L50,L51,L52 L50,L51,L52 L50,L51 L50,L51,L52 L50

SIMON128/128 L65,L66 L65,L66 L65 L65,L66 L65

SIMON128/192 L65,L66,L67 L65,L66,L67 L65,L66 L65,L66,L67 L65

SIMON128/256 L67,L68,L69,L70 L67,L68,L69,L70 L67,L69 L67,L68,L69,L70 L67

[5] C.-N. Chen and S.-M. Yen, “Differential Fault Anal-
ysis on AES Key Schedule and Some Countermea-
sures,” in Information Security and Privacy, ser. L-
NCS, R. Safavi-Naini and J. Seberry, Eds., vol. 2727.
Springer International Publishing, 2003, pp. 118–129.

[6] L. Hemme, “A Differential Fault Attack against Early
Rounds of (triple-) DES,” in Cryptographic Hard-
ware and Embedded Systems-CHES 2004, ser. LNCS,
M. Joye and J.-J. Quisquater, Eds. Springer Interna-
tional Publishing, 2004, vol. 3156, pp. 254–267.

[7] H. Chen, W. Wu, and D. Feng, “Differential Fault Anal-
ysis on CLEFIA,” in Information and Communications
Security, ser. LNCS, H. I. Sihan Qing and G. Wang,
Eds. Springer International Publishing, 2007, vol.
4861, pp. 284–295.

[8] E. Biham, L. Granboulan, and P. Q. Nguyěn, “Im-
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Summary

• Compared with the previous work, our attack successfully
reduces the number of injected round locations to 1 for six
instances of Simon.

• We also give a theoretical estimation of data complexity,
which shows less fault injections are required in our attack
compared with other attacks under the same fault model.

• Our method can also be extended to the random t-bit model.
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Thank you!
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