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What if… ?
Pulse Electromagnetic Fault Injection could:

I Craft pseudo random sequence.
I Stick random bit

→ DSA/ECDSA: [NNTW04], [NS03] and [NS02].

DSA/ECDSA
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What if… ?
Pulse Electromagnetic Fault Injection could:

I Craft pseudo random sequence.
I Increasing the bias of the random output.

AES/DES
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DC-TRNG’s architecture [RYDV15]
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Why this TRNG:
1. High speed for its space

requirement (bitrate
4.5MHz).

2. Common architecture,
Ring Oscillators based.
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Injection bench

Amplitude Pulse width Pulse Repetition
Pulse ± 0− 400V 8− 100ns 2kHz

In practice 290− 350V 6− 11ns
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Injection bench (Probes)

Figure: Plated probe’s magnetic field line
Figure: U-shaped probe’s magnetic field line
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Experiment 1
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Stuck at 11

−1.5

−1

−0.5

0

0.5

1

1.5

0 10000 20000 30000 40000 50000

−1.5

−1

−0.5

0

0.5

1

1.5

0 10000 20000 30000 40000 50000

V
ol

ta
ge

(V
)

Sample

Priority Encoder Output

V
ol

ta
ge

(V
)

Sample

Decimator Output

Decimator output
Average Decimator output (1000 runs)

EM shoot Impact on decimator

Shift Register delay

FDTC 2018 EM fault injection on TRNG 9 / 17



Delay Chain TRNG Experimental Protocol Results

Experiment 2

Delay
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Results:
1. Control of PE output (stuck at 0 or 1).
2. DC chain or Ring Oscillators faulted in

an uncontrol way.
Normal output:

...0000011111...

Faulted Output:

...01...10..11...0..10110...1111

SR=Shift Register
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DC-TRNG Fault Injection entry point
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Possible threat scenario (ECDSA/DSA)

7 Inject a known pseudo random sequence
→ EM bench too slow.

X Defeating DSA and ECDSA.
→ “stuck at” faults on up to 2 bits.

→ but private key’s length: 512 to 1024 bits and public key’s
length 160 bits

Figure: www.xkcd.com
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Possible threat scenario (AES/DES)

7 Inject a known pseudo random sequence
→ EM bench too slow.

? Injected bias sufficient to lower masking robustness.
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Simulated bias injected by our Injection bench
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Figure: Bias on the TRNG random output against functionning frequency.

FDTC 2018 EM fault injection on TRNG 14 / 17



Delay Chain TRNG Experimental Protocol Results

Simulated bias injected by our Injection bench

0
5

10
15
20
25
30
35
40
45
50
55
60
65
70
75
80
85
90
95
100

10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 170 180 190

0

5

140 150 160 170 180 190

bi
as

(%
)

Frequency (kHz)

bias for stuck at 00
bias for stuck at 11
bias for stuck at 1
bias for stuck at 0

Boolean Masking
Inner Product

bi
as

(%
)

Frequency (kHz)

zoom on range 140 to 195 kHzDC-TRNG
Frequency
4.5MHz

Figure: Bias on the TRNG random output against functionning frequency.

FDTC 2018 EM fault injection on TRNG 14 / 17



Delay Chain TRNG Experimental Protocol Results

Conclusion

I Entropy source is not the only target for fault injection.
I The use High speed TRNG is an asset to protect against fault

injection.
I Pulsed EMFI effect on Ring Oscillators based TRNG seems to

be uncontrollable but digitizing part can be problematic.
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Thanks,
Any Questions ?
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