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Topics

• EMFI Tools & Building Low-Cost Tools
• TDC for On-Die Voltage Measurement
• Comparing EMFI, Voltage-FI, and BBI
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EMFI Tooling
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EMFI Architectures
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Implementation
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Gate Drive Waveform
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Pulse Comparison
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Pi on Pi Violence
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Time to Digital Converter (TDC)
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TDC on iCE40
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Delay Element Sensitivity
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TDC on ICE40
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Rebuilding TDC

• Can rebuild the TDC in seconds thanks to Yosys!
• Allows modification of the delay elements without needing tricky 

(and glitchable) state machine.
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TDC Results - Calibration
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Internal & External Voltage Measurements

FDTC 2023 - Sept 10, 2023. Prague, CZ

iCE40 FPGA

Oscilloscope

Computer



TDC / PicoEMP Measurement Setup
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Practical Tests
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Hardware AES RISC-V Soft-Core, Loop Test



Internal Measurement of Practical Tests
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iCE40 FPGA

• The TDC is reloaded and measurement 
taken after finding an “effective” glitch 
setting/location.

• Does not require any touching of the 
setup, so no movement occurs.

• Reloading happens <1 second
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Hardware AES

FDTC 2023 - Sept 10, 2023. Prague, CZ



RISC-V Core
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EMFI Width?

FDTC 2023 - Sept 10, 2023. Prague, CZ



EMFI Width?
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Effective vs. Ineffective Glitches
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Effective vs. Ineffective Glitches
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Conclusions & Questions

• PicoEMP is a low-cost EMFI tool, with a safety-focused design.
• TDC implemented in an iCE40 FPGA provides a useful calibration and 

exploration artifact.
• We can use this to demonstrate the link between EMFI, Voltage 

Glitching, and BBI.
• We can also link external power measurements with internal (TDC) 

measurements.
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