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The Fujisaka-Okamoto transform
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The CCA security of many modern cryptographic primitives is depen-
dent on the Fujisaka-Okamoto (FO) transform.

F-O recreates key generation to ensure that keys are not corrupted
nor faultily/maliciously generated.

In ML-KEM F-O checks encapulator keys, but not decapsulator keys.



Public key poisoning
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This leaves ML-KEM vulnerable to malformed decapsulator keys. We
focus on the issue of public key poisoning.

In many public key schemes, public keys are polymorphic in that dif-
ferent public keys can be substituted while preserving correctness.
e.g textbook RSA N = 120N, EC El Gamal (G, A) = (rG,rA).

Depending on sanitisation checks, this can leads to vulnerabilites
such as Coppersmith, key misbinding, small subgroup attacks, Curve-
ball etc.



LWE is polymorphic
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Public A, t, private s
t=Aos+e
Let t' =t + € then

same s but €’  e.



More noise; more failures
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The Ding key exchange t4 osp ~ s4 o tp succeeds if
q q
—=-<eposgp—sjpoeg < =
1 A©OSB Acep <
“Poisoning” e makes failures more common;

failures leak information about s4 and e4 to adversaries who know
ep and spg.



ML-KEM768 as intended
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Success if all 768 coefficients satisfy

—833 < ersB—sAo(eB—l—rB)+ r < 833
~N(0,768) ~N(0,1478) ~U(—104,104)

Failure is a &~ 150 event ~ 7.4 x 10751,



Just add poison..
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Replace t4 with t4 + (100, 100, 100, 0,0,0,0,0,...)
...equivalent to replacing e4 with e4 + (100, 100, 100, 0,0, 0,0,0,...)

—833< eqosp —spo(eg+rp)+
S~ —
~N(0,768) ~N(0,1478)
+ r +(100, 100, 100, 0,0,0,0,...) o sp < 833

~—~
~U(—104,104)



Almost never?
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Given coefficients where sp = (2,2,2, %, %, %, ,...)7 and r ~ 100,
failure becomes a =~ 30 event.

Similarly for underflow

Conditions on sp and 7 roughly 271 event (though an attacker can
prefilter).



Extracting information
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Given a failure and knowledge of sp and r, the overflowing coeffi-
cient can be identified. A contribution of around 133 is still needed
from the other terms:

€A,jOSB,j
and

sajo(eB;+r7B;)

We know the blue values and uses them to score the unknown red
values.



How good is the score?
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Scoring e from around 2500 failures; coefficients sorted by score;

colour denotes actual coefficient
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How good is the score? I
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Scoring s 4 from around 2500 failures; coefficients sorted by score;

colour denotes actual coefficient
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Recap
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1. Legitimate encapsulator correctly generates s4 and t 4, but
does not protect the integrity of the public value t4

2. Malicious user swaps t 4 for “poisoned” t,; system still works
almost always

3. Malicious user submits encapsulated values likely to trigger
decapsulation failures due to poison.

4. Use the failures to score and recover s4 using a few thousand
failures.
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How to design against this

The University of Manchester

The F-O can used to defend against malformed public values, but in
ML-KEM only encapsulators’ keys are checked using F-O.

Regenerating decapsulator key material from its seed prevents this.
ML-KEM allows but does not require this. In particular it is not pos-
sible if the seed is not retained.

It is proposed that HQC private keys are stored a seeds, enforcing
regeneration of public values and preventing poisoning.
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